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Abstract: The right to privacy is a fundamental 
human right as declared in Article 12 of the Universal 
Declaration of Human Rights and Article 17 of the 
International Covenant on Civil and Political Rights. 
Some countries recognise this right as constitutional 
right of individuals. The importance of this right is 
also underlined with the enactment of legislation by 
most countries.  In Malaysia, the privacy protection is 
available under the Personal Data Protection Act 
passed in 2010. This Act seeks to regulate the 
processing of personal data of individuals involved in 
commercial transactions by data users so as to 
provide protection to the individual’s personal data, 
thereby safeguarding the interests of such individual. 
Since this privacy right is important in e-commerce, 
this paper will examine the extent of privacy 
protection available under the existing law and 
whether such law and other relevant laws provide 
adequate protection to the personal data when dealing 
with online transaction. The aim of this paper is to 
establish justice to the online consumers and to 
provide information that their right is protected under 
the law. 
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Introduction 

lectronic commerce is conducted on the World 
Wide Web (WWW). According to WTO 
definition, e-commerce involves ‘the 

production, distribution, marketing, sale, or delivery 
of goods, and services by electronic means.’ [1] It 
also means the ability of purchasing various goods 
through the Internet using secure protocols and 
electronic payment services. [2] Through this 
medium, businesses are able to communicate with the 
consumers directly. This method allows the people to 
carry out business at anytime and anywhere. In fact, 
there are many benefits and advantages of e-
commerce besides the disadvantages. [3] 

Privacy is one of the most important issues in e-
commerce. This privacy right is recognised as a 
fundamental human right and declared in Article 12 
of the Universal Declaration of Human Rights 1948 
and Article 17 of the International Covenant on Civil 
and Political Rights. Some countries established this 
right under their constitution and the people can 
enforce their right under the existing laws. However, 
the enforcement of this right may differ from one 
country to another depending on the available laws 
and government policies in that particular country.  

 

E
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This paper will discuss on the right to privacy in e-
commerce and how such right is maintained and 
protected under the available laws. The discussion 
will also cover the aspects of e-commerce and the 
governing laws, privacy protection and the relevant 
laws in few selected countries, namely the United 
States, the European Union, the United Kingdom, 
Australia and Malaysia. The challenges in protecting 
personal information and legal remedies on the 
invasion of privacy will also be highlighted. 

Privacy:  Definition and Scope 

According to Warren and Brandeis, the word 
‘privacy’ refers to the right to one's personality that 
provides 'for the protection of the person and for 
securing to the individual what Judge Cooley calls 
‘the right to be let alone.’ [4] The scope of privacy is 
not limited to personal privacy only but extends to 
territorial, physical or bodily and communication 
privacy.  

As mentioned above the right to privacy and 
protection of personal data depends very much on the 
available laws in that country. For example, in 
Australia the right to privacy is regulated by the 
Privacy Act while in the UK, the personal data is 
protected by the Data Protection Act 1998 and other 
relevant laws. 

 E-commerce: The governing laws and 
Regulations in selected countries 

There are several laws and regulations that governed 
e-commerce activities. Some countries have enacted 
comprehensive laws on e-commerce while some 
others are still in the process of enacting laws. Some 
e-commerce laws were developed and reviewed in 
order to keep up with the changes in technology. This 
part will briefly discuss on e-commerce laws and 
regulations in few selected countries including the 
United States (US), the European Union (EU), the 
United Kingdom (UK), Australia and Malaysia. In 
fact, the US and the EU are two entities that have 
issued policies which later dictated by other 
countries. 

 i. The United States (US) 

In the US, e-commerce is governed by the Uniform 
Commercial Code (UCC), Uniform Electronic 
Transactions Act (UETA) and Uniform Computer 
Information Transactions Act (UCITA).  Some 
electronic commerce activities are also regulated by 
the Federal Trade Commission (FTC). These 
activities include the use of commercial e-mails, 
online advertising and consumer privacy. The Federal 
Trade Commission Act regulates all forms of 
advertising, including online advertising, and states 

that advertising must be truthful and non-deceptive. 
[5] There is also the CAN-SPAM Act of 2003 which 
establishes national standards for direct marketing 
over e-mail.  

ii. The European Union (EU) 

The European Union and its member countries have 
their own policies, Directives and Regulations 
pertaining to e-commerce. Some of them include 
Convention on the Law Applicable to Contractual 
Obligations (80/934/EEC), 1980 OJ L266, Electronic 
Commerce Directive (EU) 2000/31/EC, the 
Electronic Commerce (EC Directive) Regulations 
2002 and the Directive on Unfair Commercial 
Practices. Although each Directive has its own 
definition and purpose the aim is to protect the 
interest of the consumer in e-commerce activities.  

Since e-commerce is borderless the data supplied 
online may also cross the borders. In this regard, the 
European Union has adopted a specific regulation 
that restricts the transborder data flow to a third 
country. The restriction is lifted if the third country 
can ensure adequate level of protection for data 
subjects. [6] 

iii. The United Kingdom (UK) 

In the UK, electronic commerce is governed by the 
Electronic Commerce (EC Directive) Regulations 
2002/2013. This Directive actually implements the 
EU’s EC Directive into UK law. Other related laws 
include the Consumer Protection Act 1974, Contract 
(applicable Law) Act 1990, Unfair Contract Terms 
Act 1977 and Unfair Terms in Consumer Contracts 
Regulations 1999/2083.  

iv. Australia 

The electronic commerce in Australia is governed by 
different laws at different territories. The laws 
include Commonwealth Electronic Transactions Act 
1999, [7] Electronic Transactions Act 2003 (Western 
Australia), Electronic Transactions Act 2000(South 
Australia including New South Wales) [8] and 
Electronic Transactions Act 2001 (Australian Capital 
Territory).  Although they are different the objectives 
of these Acts are similar. The objectives are to 
recognises the importance of the information 
economy to the future economic and social 
prosperity; to facilitate the use of electronic 
transactions; to promote business and community 
confidence in the use of electronic transactions; to 
enable business and the community to use electronic 
communications in their dealings with government. 
[9] 
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v. Malaysia 

The Electronic commerce in Malaysia is still 
developing. However, there is a specific law 
governing e-commerce activities in Malaysia namely, 
the Electronic Commerce Act 2006. Other laws that 
support the application of e-commerce act include the 
Digital Signature Act 1997, the Contracts Act 1950, 
the Hire Purchase Act 1967, the Personal Data 
Protection Act 2010 and the Consumer Protection 
Act 1999. These Acts have different objectives but 
are related to e-commerce. 

Privacy and protection of personal data in e-
commerce: The governing laws in selected 
countries 

The right to privacy and protection of personal data 
in e-commerce are raised when the personal data of 
consumers are collected by the websites owners in 
the online transactions. When the consumers provide 
personal information and credit card number they 
expect such information to be kept properly and 
protected. However, in some cases, the data 
collectors (data users) have used such information for 
unspecified purposes including selling the personal 
data to a third party.   

In this regard, it is important for each and every 
individual to maintain his privacy right over his 
personal data. The consumers must ensure that there 
is a proper protection on their data and on their online 
communication with the businesses. Hence, the 
governing laws would include not only the e-
commerce law and the privacy law but also the 
communication law or media law and the consumer 
law. 

As mentioned earlier, protection of personal data is 
important in business or commercial activities. 
Following this need, the OECD (Organization for 
Economic Co-Operation and Development) has 
introduced a specific guideline on privacy protection. 
The OECD Guidelines on the Protection of Privacy 
and Transborder Flows of Personal Data was then 
adopted and applied in 1980 [10] by its member 
countries consisting of Austria, Canada, Denmark, 
France, Germany, Luxembourg, Norway, Sweden 
and the United States, Belgium, Iceland, the 
Netherlands, Spain and Switzerland.  Such adoption 
was important in order to have comprehensive data 
protection system throughout Europe. Part 1 of the 
Guidelines defines ‘personal data" as any information 
relating to an identified or identifiable individual 
(data subject) and ‘transborder flows of personal 
data" means movements of personal data across 
national borders. [11] 

Following this Guidelines, more laws and regulations 
that govern the right to privacy were introduced by 
several   countries.  In fact, in August 2012 the 
European Consumer Organization (BEUC) welcomes 
the European Commission’s proposal for a 
Regulation on the protection of individuals with 
regard to the processing of personal data and on the 
free movement of such data (General Data Protection 
Regulation). This proposal aims to enhance the rights 
of data subjects which include right to personal data 
protection. [12] 

 

i. The United States (US) 

In the US population, for instance, they are very 
concern about its privacy, but is willing to trade 
personal data for some benefit (e.g customer service). 
[13]There are few laws that control the use of 
personal data and provide privacy protection. Some 
of the laws are the Freedom of Information Act 
(FOIA) and the Privacy Act 1974, [14] Wiretap Act 
1968, Electronic Communications Privacy Act 1986 
(ECPA) and Computer Fraud and Abuse Act 1986 
(CFAA). ECPA imposes civil and criminal penalties 
for the intentional interception, disclosure, or use of 
electronic communications that affect interstate or 
foreign commerce. There is also Children’s Online 
Privacy Protection Act 1998 (COPPA) that protects 
privacy of children under the age of 13 years old. The 
latest bill is on Consumer Privacy Protection 2011. 
[15] Other relevant source includes Fair Information 
Practices Principles. [16] 

In December 2010, the Federal Trade Commission 
(FTC) has also proposed new frameworks in order to 
protect consumer privacy. [17]Among the proposed 
frameworks include the companies should promote 
consumer privacy throughout their organizations, 
companies should simplify consumer choice and 
companies should increase transparency of their data 
practices. These frameworks are good for consumer 
privacy protection.  

ii. The European Union (EU) 

In EU, the personal data of an individual may only be 
obtained when the individual gives consent and such 
data may only be used for specified purposes. The 
privacy protection in EU is governed by the EU Data 
Protection Directive 95/46/EC. [18] This directive is 
adopted by the European Union designed to protect 
the privacy and protection of all personal data 
collected for or about citizens of the EU, especially as 
it relates to processing, using, or exchanging such 
data. Under this Directive collecting and processing 
the personal data of individuals is only legitimate in 
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one of the following circumstances laid down by 
Article 7 of the Directive namely, [19] 

(a) Where the individual concerned, (the 'data 
subject'), has unambiguously given his or her 
consent, after being adequately informed; or if data 
processing is needed for a contract, for example, for 
billing, a job application or a loan request; or if 
processing is required by a legal obligation; or  

(b) if processing is necessary in order to protect the 
vital interest of the data subject, for example, 
processing of medical data of a victim of a car 
accident; or  

(c) if processing is necessary to perform tasks of 
public interests or tasks carried out by government, 
tax authorities, the police or other public bodies; or  

(d) if the data controller or a third  

Under EU law, personal data can only be gathered 
legally under strict conditions, for a legitimate 
purpose. Furthermore, persons or organisations which 
collect and manage your personal information must 
protect it from misuse and must respect certain rights 
of the data owners which are guaranteed by EU law. 
[20]The current EU legal framework for protecting 
personal data is from 1995. The reform on European 
law on data protection is ongoing and from public 
consultations it is confirmed that the underlying 
principles of the current EU data protection 
legislation are still very much valid and have stood 
the test of time. However, it became equally clear that 
the EU needs a more comprehensive and more 
coherent approach in its policy for the fundamental 
right to personal data protection. Then, there was a 
review on E-Privacy Directive (2002/58/EC) which is 
also part of a review of telecommunications and 
electronic communications in the EU. [21] 

iii. The United Kingdom 
 
In order to protect the privacy right in online 
communication, the UK government has introduced 
the Data Protection Act 1998, [22] The DPA provides 
definition on ‘data’, ‘personal data’, rights of data 
subjects and others which include also right of access 
to personal data and the exemptions. According to 
this Act, ‘sensitive data’ includes the following: 
(a) the racial or ethnic origin of the data subject, 

(b) his political opinions, 

(c) his religious beliefs or other beliefs of a similar 
nature, 

(d) whether he is a member of a trade union (within 
the meaning of the Trade Union and Labour 
Relations (Consolidation) Act 1992), 

(e) his physical or mental health or condition, 

(f) his sexual life, 

(g) the commission or alleged commission by him of 
any offence, or 

(h) any proceedings for any offence committed or 
alleged to have been committed by him, the disposal 
of such proceedings or the sentence of any court in 
such proceedings [23] 

Although the DPA seems to provide adequate 
protection on personal data, it was argued and 
commented by some people that the current penalties 
provided by the Act are inadequate which means 
stronger penalties are needed to punish the offender. 
They want the data criminals to be imprisoned.  
Nevertheless, the power to jail data protection 
offenders by the Ministers had not yet been enforced. 
[24] 

Other than the DPA, there is also a Privacy and 
Electronic Communication (EC) Directive 
Regulations 2003. Under this Regulation, it is 
unlawful to, amongst other things, transmit an 
automated recorded message for direct marketing 
purposes via a telephone, without prior consent of the 
subscriber. [25] This Regulation is importance for 
every business to comply with since failure to comply 
with the ECR will result with fine or even criminal 
sanctions. This action can damage the reputation of 
the business and adversely affect the goodwill of the 
customers. So, if one uses electronic communications 
as a marketing tool, he should ensure that each 
communication is clearly identifiable as relating to 
the advertising or marketing of a product. This means 
that any commercial communication sent by email or 
text message should be clearly identifiable as such 
through its header - other required information can 
then be set out in the main body of the 
communication. [26] 
 
 But the Regulation was amended on 26 May 2011 to 
be ‘The Privacy and Electronic Communications (EC 
Directive) (Amendment) Regulations 2011 (SI 
2011/1208)’. The amended Regulations implement 
the revised E-Privacy Directive (2002/58/EC 
Directive) on privacy and electronic communications 
in the EU. The amended legislations have introduced 
several things. Among them include a provider may 
now only place a cookie on  a machine with the 
user’s consent, direct marketers are restricted on 
spending ‘spam’ and the Internet service providers 
(ISPs) and telecommunications service providers 
must implement security policies on processing 
personal data.[27]  
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Other than the above law the companies in UK have 
also been required to adopt Privacy Impact 
Assessment (PIA) which is available in PIA 
Handbook. The aim of the PIA is to help 
organizations assess and identify any privacy 
concerns. [28] 

iv. Australia 

Apart from the electronic commerce laws, there is 
also a specific law on privacy at the federal level 
namely, the Privacy Act 1988 (Cth). Under this Act, 
organisations must comply with all of the provisions 
of the Act together with the 10 National Privacy 
Principles (NPPs) in all of its dealings with the 
personal information of individuals. The Act also 
defined personal information as to be any information 
about an individual that identifies the individual or 
from which the identity of an individual can be 
reasonably ascertained, and can include a series of 
data that, when pieced together, reveals the identity 
of the individual, even if, for example, their name is 
not published. [29] However, this Act only regulates 
information privacy i.e the protection of people’s 
personal information.  

In addition, there are also two regulations regulating 
the privacy issues in Australia namely,   Privacy 
(Private Sector) Regulations 2001 and Privacy 
Regulations 2006. Nevertheless, there were 295 
recommendations for reform in the Law 
Commission's report which among others include:- 

(a) the introduction of a set of unified privacy 
principles, to apply to both the public and private 
sector; 

(b) the repeal of the small business exemption, which 
means that all private sector businesses in Australia, 
regardless of annual turnover, may be required to 
comply with the Privacy Act; 

(c) removal of the employee records exemption, 
which will have the effect of all employers around 
the country being required to review their privacy 
practices with respect to employee (both present and 
past) files; 

(d) the introduction of personal information 
protection provisions for deceased persons; and 

(e) the reform of the credit reporting provisions of the 
Privacy Act, in order to simplify their application. 
[30] 

In the event of any breaches of privacy complaints on 
such breaches may be lodged to the Privacy 
Commissioner office who will then investigate the 
matter and prepare case notes about the complaints. 
Normally, the complaints are resolved by way of 

reconciliation under s27(1) (a) of the Privacy Act 
1988. [31] 

There are also other legislations such as 
Telecommunication Act 1997 that deal with such 
breaches. This Act can be enforceable by the 
Australian Communications and Media Authority. 
However, the above laws are federal laws that do not 
deal with state and territorial matters. Hence, the 
privacy law in New South Wales, for instance, is 
governed by the Privacy and Personal Information 
Protection Act 1998 (PPIP Act) and other relevant 
legislations in that territory. PPIP deals with how all 
New South Wales public sector agencies manage 
personal information. It also sets out the role of the 
Office of the New South Wales Privacy 
Commissioner. [32] 

v. Malaysia 

In Malaysia, the right to privacy is not recognised as 
a fundamental right under the Federal Constitution. 
However, with the development of e-commerce a 
new law was passed in January 2010 which is known 
as a Personal Data Protection Act 2010 (PDPA). This 
Act seeks to regulate the processing of personal data 
of individuals involved in commercial transactions by 
data users. It also provides protection to the 
individual’s personal data, thereby safeguarding the 
interests of such individual. [33] This Act defines the 
meaning of ‘personal data’ and ‘sensitive personal 
data’. It also outlines the data protection principles 
and the exemptions, right of data subject including 
right to access personal data, to correct it, to prevent 
its processing for unlawful purposes and what 
amount to criminal offences under the Act. [34] 

Nevertheless, there are comments on the adequacy of 
the above Act in protecting the consumer’s individual 
privacy right. [35] The Act does not apply to non –
commercial activities and it has not complied with 
certain requirements needed by the EU which 
requires all its member states to have adequate Data 
Protection Laws. [36] Following the introduction of 
this law, the Government of Malaysia has also 
planned to set up a specific department to monitor the 
implementation of the PDPA. [37] 

Since privacy issue is also related to online 
communication, the Communication and Multimedia 
Act 1998 (CMA) is also relevant to be cited as 
reference. This can be seen in the case of Telekom 
Malaysia Berhad v Tribunal Tuntutan Pengguna & 
Anor [38] where issues on wiretapping, claims under 
Consumer Protection Act 1999 and CMA 1998 were 
raised by the parties. 
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The privacy issues further gained attention here when 
there was an argument that the private companies 
such as the credit reporting agencies (CTOS) have no 
right to keep data of individuals except the 
government since personal data is considered as a 
privileged information. [39] 

Challenges in Protecting Personal information  

Maintaining personal information of consumers or 
data subjects is very important in business and in any 
other transactions. This task is very challenging since 
the technology keeps developing and there are many 
attempts to invade privacy of consumers. With the 
online transactions become a norm in today’s 
business and the new methods of committing crimes 
many countries have to consider revisiting and 
amending their existing laws on personal data 
protection and relevant laws such as e-commerce 
laws and consumer laws. In Europe, the Council of 
Europe is also revising its Data Protection 
Convention (Convention 108) to meet and overcome 
challenges that arise every day. [40] In this respect 
Article 29 Data Protection Working Party is referred 
to and further discussed. While in the US a new bill 
on Consumer Privacy Protection 2011 was passed in 
April 2011 to protect and enhance the consumer’s 
privacy. 

In summary, the challenges and threats to consumer 
privacy are elaborated in the following: 

i. New data collection technologies 

Advancement in technology has resulted with more 
development of new tools and technologies to collect 
data. When cookies and web bugs are used to gather 
consumers’ information, many consumers’ data are 
collected through online profiling. Even the protected 
categories of data can also be accessed. However, 
since the act of online profiling is not regulated 
consumers affected by such act has proceeded under 
different legal theories. [41] 

ii. Cyber attacks: Identity theft, unauthorized access, 
spamming  and phishing  

Fighting against cyber attacks such as unauthorised 
access or hacking offence, identity theft or theft of 
information, spamming, phishing and many others 
are very challenging in e-commerce environment. 
[42] The cyber attackers are always targeting the 
customers’ personal data available at financial 
institutions and credit card agencies that keep 
personal data of their customers. 

 Since in e-commerce, payment can be made online 
by using a credit card or other methods of payment 
such as electronic cash, electronic wallets, digital 
checks or smartcards there is a possibility that the 

data provided to such institution will be accessed and 
stolen by others. In this regard, the financial 
institutions and credit card agencies must ensure that 
their financial system is secured and the personal 
information or data of their client is kept private and 
confidential.   

Crimes such as phishing and spamming may cause 
businesses money in the form of lost worker 
productivity and their ability to market their products. 
It also harms Internet Service Providers (ISPs) and 
large corporate networks, because it uses up large 
amounts of bandwidth capacity and adds to technical 
support costs. [43] This is a form of data breaches 
and a violation of consumer’s privacy. According to a 
2010 Ponemon benchmark study, the cost of data 
breaches to businesses – in terms of preventing, 
detecting, and notifying individuals of breach, as well 
as legal defense and lost business opportunities – 
have risen considerably over the past several years. 
[44] 

In addition, an Internet Protocol (IP) addresses can 
also be a subject of privacy since the addresses are 
belonged to certain individuals. It was argued that the 
use of such addresses in identifying the websurfers or 
infringers in cases of copyright infringement is a 
violation of individual privacy. The question is 
whether such addresses are personal data and whether 
there was a violation of privacy of such personal 
data? [45] 

iii. Data recovery and the procedural law 

It is also challenging to seek or recover data of an 
individual involved in commercial disputes. The 
particular individual may argue that such disclosure 
is a violation of his privacy right or he may say that 
the information is privileged information. However, 
in certain situations he still has to do so as to be fair 
to the opposite party. In the UK, for instance, 
disclosure of personal data is allowed if it was 
necessary for legal proceedings. This was held in 
Totalise Plc v Motley Fool Ltd [46]. In this case, the 
defendant failed to use s.35 of Data Protection Act 
1998 in his defence against the Plaintiff (the Internet 
Service Provider) who requires disclosure of the 
identity of defendant’s internet subscriber who has 
posted defamatory remarks about the plaintiff in the 
defendant’s website. 

 Procedurally, the process of discovery of data or 
disclosure proceedings is governed by  Order 24 of 
the Rules of Court 2012 (Malaysia), Part 31 of Civil 
Procedure Rules 1998 (UK) and Rules 16,26 and 34 
of Federal Rules of Civil Procedure (F.R.C.P) (US). 
There are many discussions on this discovery issues 
but this issue will not be discussed in details here.  
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Despite the above challenges, there are still several 
effective methods to protect the privacy of online 
consumers and their personal data. Among the 
methods suggested are conducting comprehensive 
risk assessment; [47] establishing privacy and data 
protection policy that protects the rights of the 
consumers. This policy was adopted by many 
companies including Demandware that respects the 
privacy of its customers, partners, employees, Web 
site visitors, and job applicants. It also provides 
guidelines on how that information is used; [48] 
conducting comprehensive trainings; having good 
data privacy management and conducting privacy 
impact assessment (PIAs) as to know the 
effectiveness of data protection policies etc. 

Legal Remedies on Invasion of Privacy in e-
commerce 

Generally, any person whose privacy has been 
violated may seek legal remedies under the available 
laws.  The consumers or affected party may choose 
either to file their case in court or to settle the case 
out of court. Among the remedies available to them 
are injunction and damages. However, these remedies 
may differ from one country to another.  

In Malaysia, claim for remedies for cases of breach of 
online privacy are forwarded to Financial Mediation 
Bureau (FMB) who will mediate the matter. This 
FMB is an alternative to courts or arbitration which 
in charge of settling disputes between individuals or 
corporations and the financial services providers who 
are under the supervision of Bank Negara Malaysia 
or ‘National bank’ and a member of the bureau.  It 
was reported that the FMB is handling 3000 cases as 
in October 2011 since there are increasing number of 
disputes in online transactions. [49] 

 However, the protection on violation of personal 
privacy in Malaysia is limited to informational 
privacy only. [50] This violation is discussed under 
the PDPA 2010 and also CMA 1998. According to 
section 5(1) of the PDPA 2010 any personal data user 
who breaches the provision under this Act has 
committed an offence and faces a maximum jail term 
of two years, a RM200,000 fine or both. Further, 
when there is incident such as hacking or 
unauthorised access to the personal data the criminal 
may be charged under Computer Crimes Act 
1997(CCA) or alternatively, the Penal Code.(PC). 

Alternatively, the consumer may also forward their 
complaints to the Consumer Claim Tribunal. [51]  

Other than the above laws, there are specific laws that 
protect the consumers namely the Consumer 
Protection Act 1999 (CPA) and the Competition Act 
2010 which prohibits anti-competitive conduct and 

abuse of dominant position, thereby protecting the 
interests of consumers. [52] According to section 2 of 
the CPA, the Act shall applies in respect of ‘all goods 
and services that are offered or supplied to one or 
more consumers in trade including any trade 
transaction conducted through electronic means’. In 
order to provide further protection to the consumers 
the CPA has been amended in 2010 [53] and there are 
ten regulations that act as subsidiary legislations to 
the CPA. This amendment also protects the 
consumers against unfair contract term (UCT) that 
only benefit those who prepared them. [54] Further, 
the claim for remedies may also be made under the 
Specific Relief Act 1950 and the Sale of Goods Act 
1957. 

In the US, privacy litigation involves cases on data 
security breaches of credit and debit cards. In BJ's 
Wholesale Club [55] Sovereign sued BJ's Wholesale 
and Fifth Third Bank ("Fifth Third"), the merchant 
acquiring bank for BJ's Wholesale, in state court, 
asserting claims for negligence, breach of contract, 
and equitable indemnification.  Sovereign maintained 
that the security breach occurred because BJ's 
Wholesale improperly retained and stored cardholder 
information instead of deleting that data immediately 
after a transaction, as required by Visa's Operating 
Regulations. The defendants removed the case to 
federal court and moved to dismiss Sovereign's 
claims.  Sovereign amended its complaint, adding 
breach of fiduciary duty and promissory estoppel 
claims against BJ's Wholesale.  Ultimately, the 
district court dismissed all of Sovereign's claims as to 
BJ's Wholesale and all of Sovereigns claims except 
its breach of contract claim as to Fifth Third pursuant 
to Federal Rule of Civil Procedure 12(b)(6). 

In summary, the future of privacy in e-commerce is 
unpredictable. One author submitted that despite the 
existence of the legislative framework and the efforts 
of national and international data protection 
authorities and bodies, privacy abuse continues on a 
vast and persistent scale. [56]   

CONCLUSION 

Personal information is very important to protect 
one’s own privacy and dignity. Principally, the 
personal information or data must not be disclosed to 
others except under certain circumstances. However, 
the information is easily supplied by consumers (data 
subjects) to businesses (data users) when there is any 
online or off line transaction. As a result some 
information has been stolen, manipulated or 
tampered. Following these incidents several laws and 
Regulations have been passed by several countries to 
regulate issues pertaining to e-commerce, consumers’ 
data protection and privacy as well as consumers’ 
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rights. However, the existing laws seem to be inadequate in protecting the privacy of personal 

information. This can be seen through several 
exemptions for law enforcement and for taxation. 
(such as in the PDPA). In fact, in certain law there is 
no provision that limit the collection of personal data. 
Hence, what the people can do is to control the 
supply of their personal data to others, to ensure the 
companies comply with their privacy policy and to 
keep the personal data as if it is a trust property. They 
should not allow any violation of such information in 
any event. 
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