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Abstract: The information security system combines diverse strategies for interaction in today's 
digital society, which necessitates further research into the current risks associated with information 
protection. Increased risks of confidential information leaks and manipulation in the media space 
require a transformation of approaches to security guarantees. The purpose of this article is to 
analyze modern approaches to cybersecurity risk management. The study identifies current 
challenges in the field of cybersecurity and the most effective strategies for overcoming them, 
including through the use of artificial neural networks, blockchain, and monitoring systems. The 
features of the formation of comprehensive information protection systems are analyzed. The 
potential of cyber defense systems in a number of countries is compared using the National Cyber 
Security Index (NCSI). It is established that the potential consequences of cyberattacks exceed the 
predicted losses, especially in the case of threats to government websites, the financial sector, IT 
companies, media resources, and energy companies. The need for active interaction between the 
authorities, business, and the public in the field of information security risk management against the 
backdrop of the rapid digitalization of the information and communication field was substantiated. 
The significant role of the social context in shaping information security strategies has been noted, 
which involves combating information overload and digital stress, preventing cyberbullying and 
cyberaddiction, information manipulation, and confidential data leaks. It is argued that information 
security risk management requires the integration of effective educational strategies for developing 
resilience and psychological concepts of digital security.  

Keywords: security, cyber threats, risk management, protection strategies, resilience, 
confidentiality, information.  

Introduction 

yberattacks provoked by Russia in the Ukrainian information space are a striking example of the capabilities 
of modern cyber threats: sending emails with integrated malware from fake senders (Amazon, Microsoft); 
destruction of 40% of the digital infrastructure of the Kyivstar company [1]. At the same time, Russian hackers 

managed to carry out phishing attacks on German political parties [2]. It is clear that global crisis challenges to 
information security determine the need to improve risk prevention and resilience strategies, ensuring an active role 
for society in security strategies for interaction.  

This issue has been reflected in numerous publications by contemporary researchers. In particular, the works of Roy 
[3], Dhillon et al. [4] examine the specifics of building society's resilience to new threats in the digital information 
and communication environment and explore the potential of modern strategies for preventive resilience of the 
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confidential information field. Some scholars [5, 6] focus on innovative methods of data protection in the digital 
environment. 

Given the relevance of the issues under study and the importance of their effective resolution for strengthening 
personal and general information security, the development of risk management strategies will optimize existing 
information security concepts and ensure readiness for new cyber threats against the backdrop of geopolitical 
dynamics. 

Literature review 

A number of recent publications, including Alahmari and Duncan [7], are devoted to cases of innovative experience 
in the field of information security in the digital sphere. Researchers focus on innovative aspects of strategic 
management in the field of security and the development of digital inclusion in the public environment. The issue of 
the effectiveness of public-private interaction in the field of information security risk management is considered by 
Figueira et al. [8], who emphasize the importance of adhering to the principles of coordination of strategic industry 
documents, as well as control over the implementation of infrastructure projects in the digital information and 
communication space. 

The issue of improving certain aspects of methodological support for information security in the public sector is 
considered in the publications by Singgalen et al. [9]. The authors emphasize the need to create guarantees for the 
information security of critical infrastructure. Continuing this theme, Nobles [10] analyzes modern security 
management strategies based on the relationship between digitalization and human resource management. The author 
considers IT technologies to be the main guarantors of information security in the context of increased risks of 
cyberattacks and justifies the need to develop the digital competence of the human capital of modern companies.  

Ali et al. [11] update strategies for digitizing information and using blockchain and cloud solutions. The researchers 
conducted a critical review of developments in information system security and determined the specifics of strategies 
for ensuring confidentiality against the backdrop of integration and globalization processes.  

Cartwright et al. [12] consider innovative IDS systems that are currently actively used for traffic analysis and 
cyberattack prevention. The researchers propose actively using the capabilities of artificial intelligence, equipping it 
with the functionality to develop the foundations of digital law for the purpose of comprehensive legislative regulation 
of information security. At the same time, there are a number of gaps that need to be filled in order to gain a more 
complete understanding of the nature of the impact of management processes on the formation of information security 
strategies in the context of digital development. 

Aims. The aim of this article is to analyze modern approaches to cybersecurity risk management. 

Materials and methods 

Design and scope of the study. The research focuses on the peculiarities of forming complex information protection 
systems in the dynamic digital environment. Considerable attention is paid to the potential of risk management in the 
field of cyber security and the most effective strategies for overcoming them, including through the use of artificial 
neural networks, blockchain, monitoring systems, and increasing the resilience and awareness of human capital. 

Data collection and sources. The study primarily involved a systematic and comprehensive analysis of scientific 
publications, research papers, and key global security trends based on industry statistics. Relevant primary sources 
from publications indexed in leading databases (Scopus, Web of Science) were used. The works taken into account 
were mostly published between 2020 and 2025. The criteria for inclusion and exclusion of publications were the 
spatial-temporal indicator and the level of reliability of information. The keywords “security, cyber threats, risk 
management, protection strategies, resilience, confidentiality, information” were used for the search.  

Evaluation criteria. The limitations of the study are due to the complexity of experimental verification of theoretical 
conclusions. 

Analytical basis and methods. The research methodology consists of a number of general scientific methods, including 
analysis and synthesis, comparison, systematization, generalization, and abstraction. These methods made it possible 
to trace the causal relationships between the influence of individual factors and the level of effectiveness of object and 
data protection strategies, determine the main criteria and definitions, and identify the most influential factors on the 
effectiveness of security strategies. In addition, scientific abstraction was used to detail the conceptual basis of security 
management mechanisms and strategies against the backdrop of innovative threats. 
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Results 

The development of digital infrastructure requires active practical interaction between the public sector, business, the 
scientific community, and the general public. The transformation of social processes creates a need for adequate 
management to protect confidential data and digital infrastructure.  

Against this backdrop, research into national cyber defense capabilities is becoming increasingly relevant, as reflected in the 
relevant rankings (Figure 1).  

 

 

Figure 1. NCSI cybersecurity rating and digital development level, 2023  
Source: NCSI [13] 

 

An analysis of the areas most vulnerable to Russian cyberattacks in Ukraine (Figure 2) highlights the urgent need to 
introduce electronic identification and innovative protection methods. 
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Figure 2. Differentiation of industries by number of cyber attacks in Ukraine, %  
Source: Microsoft Digital Defense Report [1] 

The situation requires a dynamic strategy to mitigate cyber threats based on coordinated communication and coordination 
of risk management efforts. Modern solutions must include the modernization of administrative, technical, and legal 
procedures. Priority management approaches include:  

− introduction of state projects to enhance cyber resilience and implementation of international security standards;  

− integration of effective monitoring systems; 

− outsourcing of cyber security specialists for auditing and developing protective strategies; 

− development of international cooperation; 

− introduction of modern encryption systems, cyber incident identification, and multi-level authentication. 

Modern integrated information security systems (IISS) currently have particular potential, as they provide for active 
interaction with international institutions, monitoring, and outsourcing. Organizational management measures within ISMS 
include the development and implementation of an effective cyber threat response plan, the integration of the concept of 
administration, use, and destruction of information carriers, and the development of digital competencies of human capital. 

A systematic management approach to ensuring information security should include preventive risk assessment, multi-factor 
analysis of strategies to mitigate risks, consideration of economic feasibility, and determination of the possibility of adaptive 
strategy dynamics. At the same time, the main principles of ISMS are considered to be consistency, comprehensiveness, 
flexibility, and openness. 

Against the backdrop of active digitalization, the risk management strategy in the public sector provides for regulating access 
to confidential data, guarantees of protection against unauthorized access, monitoring of system users' activities, ensuring 
the integrity of critical resources, and managing the resources of a comprehensive protection system. Among modern 
information protection methods, network protection tools are particularly important, including intrusion detection systems 
(IDS) and intrusion prevention systems; antivirus software and tools for protection against destructive programs; and 
systems for identifying and preventing intrusions by monitoring network traffic. 

The human factor in cybersecurity focuses on the risks of human error. Human risks are concentrated on shadow IT practices, 
accidental data leaks or exchanges, disregard for authentication and secure communication protocols, unintentional 
disclosure of information on social networks, and insider threats. This requires the development of risk awareness among 
company personnel through targeted training and coaching. 
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Among the main aspects of information security risk psychology, the most common are personal data theft, information 
overload and digital stress, technology addiction, cyberbullying, and information manipulation.   

Data theft is closely linked to phishing and other social engineering techniques that are often used to obtain confidential 
information from victims. Information overload is understood as the inability to process information in the volume in which 
it arrives. Digital stress is an abstract fear of missing information of any degree of importance.  

Technological addiction refers to the compulsive and excessive use of digital devices and online platforms, leading to 
negative consequences for a person's physical, psychological, and social well-being. At the same time, cyberbullying is 
repeated behavior aimed at intimidating, provoking anger, or humiliating those against whom it is directed, using digital 
technologies. The key measures for managing the human factor in security strategies are: critical thinking; awareness of the 
impact of social networks and the development of social support; ensuring data privacy and security. 

The potential of artificial neural networks in information security risk management (Figure 3) increases the speed and 
accuracy of threat identification.  

 

 

Figure 3. Use of artificial intelligence in information security risk management in European Union countries, % 
Source: Li et al. [14], Kunle-Lawanson [15] 

 

In the context of the psychological aspects of information security risk management, it is necessary to promote the 
development of sustainable skills in human capital to recognize harmful and threatening types of interactions, develop 
practices of interaction and resilience through targeted training and coaching, improve digital literacy, and master practical 
skills in security process management. 

Discussion 

There are various conceptual visions of management strategies in the field of information security in the scientific field. In 
particular, Fonseca-Herrera et al. [16] highlight the need for an integrated approach to digital communication risk 
management that includes the potential of blockchain and artificial intelligence, as well as the development of relevant digital 
skills among employees. As Niu [17] continues, such a strategy should be consistent with the intentions of national 
cybersecurity policy development and have strong institutional support. 

Landoll [18] and Li and Liu [19] study the functioning of international cybersecurity institutions and argue for the adoption 
and implementation of unified international standards. The authors see their advantages in the maximum representation of 
society's interests, guarantees of adaptability, transparency, and openness, and the implementation of high standards of 
information security. Kwateng et al. [20], researching the specifics of the geographical dimension of cyber threats, argue for 
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the need for public-private partnerships between the state sector, the public, and business. The scientists' proposals are 
particularly relevant in the context of threatening geopolitical dynamics. 

Anu [21], Khosravi-Farmad and Ghaemi-Bafghi [22] have developed a taxonomy for preventing common types of 
attacks. The researchers emphasize the need to introduce a certification and regulation system in the field of 
cybersecurity and argue for the priority of investing in the information protection of critical infrastructure.  

Kunle-Lawanson [15], Kilincer et al. [23] analyze the potential of artificial intelligence in cybersecurity in terms of 
security, reliability, maximum personalization of the user experience, and prevention of intrusions into confidential 
information systems. Scientists are improving the predictive management model, trying to raise awareness of this 
problem through vulnerability analysis of DMPC methods and the development of appropriate protection mechanisms. 
It should be noted that the researchers have overlooked the legal, social, and ethical implications, which creates a gap 
in the research.  

The issue of the human factor in security management is a subject of active debate in the modern scientific community. 
Nobles [10] analyzes the possibilities of improving the security of companies' internal information fields through 
algorithmization and automation to ensure data confidentiality. It is necessary to agree with the researcher on the need 
to transform approaches to human capital management in companies against the backdrop of increased risks of 
information threats. The current study also proposes digitizing data processing to prevent unauthorized access to 
information. 

According to Semenets-Orlova et al. [24], Popov et al. [25], Bakhov et al. [26], Bondarenko et al. [27], and Hren et 
al. [28], the key benefits of improving the digital skills of personnel are minimizing the risk of data loss. The authors' 
conclusions should be supplemented by offering targeted training and coaching on information security issues. 

Davis et al. [29] highlight the need to develop unified approaches to the psychological basis of information security 
risk management. At the same time, it is this basis that creates the prerequisites for maintaining balance and resilience 
to threats in the digital information and communication field. The results of the current study and analysis of previous 
scientific developments confirm the relevance of comprehensive, person-oriented risk management strategies in 
information security. A modern cybersecurity management strategy should include several basic components: 

− detailed risk assessment to identify potential threats and weaknesses in the management system; 

− effective security policy; 

− a system for improving the digital competencies of companies' human capital; 

− a system for controlling access to confidential resources; 

− an analytics and audit system; 

− backup programs. 

Conclusion 

An analysis of current approaches to cybersecurity risk management has identified pressing challenges in the field of cyber 
defense and the most effective strategies for overcoming them, including through the use of artificial neural networks, 
blockchain, and monitoring systems. Key methods of information protection include cooperation with international 
institutions, regulatory and legal frameworks that are complementary to global requirements, and improving the digital 
security skills of human capital. 

Against the backdrop of active digitalization, the risk management strategy provides for regulating access to confidential 
data, guarantees protection against unauthorized access, controlling the activities of system users, ensuring the integrity of 
critical resources, and managing the resources of a comprehensive protection system. Among modern information protection 
methods, network protection and intrusion detection tools, antivirus software, and network traffic identification and tracking 
systems are particularly important. 

Human risks are concentrated in shadow IT practices, accidental data leakage or exchange, disregard for authentication and 
secure communication protocols, unintentional disclosure of information on social networks, and insider threats. This 
requires developing risk awareness among company personnel through targeted training and coaching. Further research in 
this area should focus on the impact of human capital's personal motivation on the level of information security in companies. 
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