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Abstract: Relevance. Currently, the digital transformation of social, economic, and technological
processes is accompanied by an exponential increase in the amount of data processed and stored in
the digital environment, as well as the active implementation of automated control systems, artificial
intelligence, blockchain technologies, and cloud services. Therefore, an urgent issue for the
academic community, in particular for the practical implementation of information security
strategies, is the study of new methods of data protection in the context of digital transformation.

Objective. The purpose of the study is to analyze the level of cybersecurity and digital readiness of
the EU countries to assess the effectiveness of implemented information security strategies in the
context of digital transformation.

Methods. The study uses methods of synthesizing literature sources to assess current cybersecurity
trends, descriptive statistics to analyze the level of digital readiness of EU countries, and data
visualization through Raincloud Plots to display the dynamics of indicators. In addition,
systematization and generalization methods were used to identify effective innovative methods of
data protection.

Results. The study found a positive trend towards strengthening cybersecurity and digital readiness
of the EU countries, as evidenced by an increase in the average values of GCI (from 91.296 in 2023
t0 93.846 in 2025) and ICTDI (from 76.259 in 2023 to 87.462 in 2025), as well as a decrease in the
standard deviation of most indicators, which indicates a gradual unification of cybersecurity
measures.

Conclusions. New methods of data protection will in the future contribute to the development of
innovative technologies, which will strengthen the protection of information and contribute to the
creation of a reliable digital environment. Therefore, the high-quality integration of innovative
methods into cybersecurity strengthens data protection and contributes to the creation of a reliable
digital environment for critical information systems.

Keywords: GNSS (Global Navigation Satellite System), Cybersecurity, Information and
Communication System, Autonomous Differential Correction System, Satellite Navigation, GPS
Spoofing, GPS Jamming, IDS (Intrusion Detection System), IPS (Intrusion Prevention System).
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Introduction

cybersecurity is becoming increasingly important as the risks associated with data and information infrastructure

protection scale up. The intensive introduction of large databases, blockchain technologies, digital platforms, and
automated control systems contributes to the efficiency of the digital environment, while creating new threats,
including cyberattacks, leakage of confidential information, and disruption of critical information systems. In this
context, the dynamics of the National Cyber Security Index (NCSI) in the EU countries in 2023-2025 (Figure 1)
illustrates a gradual increase in the level of national cyber resilience, which indicates the intensification of strategic
measures to protect the digital space.

In the context of digital transformations that radically change economic, social, and technological processes,
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Figure 1. Dynamics of the National Cyber Security Index (NCSI) in the EU member states in 2023-2025
Source: [1]

At the same time, the escalation of cybercrime, the use of unlicensed software, and the growth of cyber threats
necessitate the introduction of the latest data protection methods adapted to the rapidly changing challenges of the
digital age [2]. Cybersecurity risk management is becoming a key area of ensuring the sustainability of digital
transformations, which is an essential condition for the development of the modern digital economy.

The purpose of this scientific article is to comprehensively assess the level of cybersecurity and digital readiness of
EU countries based on the analysis of key indicators, which allows to determine the dynamics of their development,
identify the main trends and evaluate the effectiveness of implemented cybersecurity strategies in the context of digital
transformation. The article is aimed at characterizing innovative methods of data protection in the context of growing
cybersecurity risks and enhanced digital transformation.

Literature Review

Cybersecurity as one of the key components of information security involves the protection of critical information
infrastructure, telecommunication networks and electronic trust services from viruses, hacker attacks, and data fraud
[3]. In this context, Manuilov [4] notes that the most priority ways to respond to cyberattacks include restoring the
functioning of information, telecommunications, and technological systems after a cyberattack, restoring information
and data in case of damage or deletion, and creating the preconditions for conducting an investigation into the
consequences of a cyberattack. At the same time, Bondarenko et al. [5] and Poliakov [6] found that there is no effective
mechanism for legal regulation of the introduction of digital innovations; thus, necessitating the development of
regulations that provide a legal framework for the protection of electronic documents from cybercrime and fraud
schemes, as well as mechanisms of liability for their violation. Similar conclusions were reached by Pandey and
Kapoor [2], who investigated the multifaceted impact of cybercrime on vulnerable systems, causing financial,
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psychological and reputational damage at various levels (governmental, social and economic). Given the current
problems of ensuring the proper storage and processing of personal information, Barrett [7] emphasizes the key role
of the General Data Protection Regulation (GDPR), which focuses on the implementation of regulatory mechanisms
that minimize the risks of data leakage or misuse in the process of fulfilling legal obligations, ensuring a balance
between the rights of individuals and the effectiveness of law enforcement. In this context, Caruana [8] draws attention
to the reform of the EU data protection system, in particular Directive 2016/680, which supports the principles of data
protection in law enforcement, focusing on the delineation of its actions with the GDPR, independent supervision and
regulation of international data transfers. Other studies, such as Hanneke et al. [9], examine the GDPR through the
effectiveness of the regulation in the context of its focus on a confidential approach to data protection. In particular,
Atadoga et al. [10] note that the GDPR introduces principles such as data minimization, limitation of data processing
purposes, and the right to data disposal, shaping the way information is collected, processed, and stored.

The data protection and cybersecurity landscape is evolving rapidly, driven by the need to counter increasingly
sophisticated cyber threats. Santhi [11] identifies encryption, multi-level authentication, regular system updates,
regular security audits, and data backups as the main measures to ensure data security in the context of digitalization.
Similar conclusions were also reached by Dhanalakshmi and George [12], Fang [13], He et al. [14], George et al. [15],
Syed et al. [16], and others. It should also be noted that, according to Horlichenko [17], the effectiveness of information
security management systems is determined by the choice of measures to eliminate risks based on comparable and
reproducible assessments; however, the implementation of these requirements is complicated by existing methods due
to the identified limitations of their use in conditions of uncertainty. In this context, the development of new data
protection methods involves the further integration of machine learning, advanced encryption, and innovative
methodologies to improve data security. In particular, the DDCI uses machine learning algorithms such as anomaly
detection, clustering, and predictive modeling to improve cybersecurity [18, 19]. This approach allows real-time
adaptation to new threats, outperforming traditional static methods [20]. Instead, advanced Intrusion Detection
Systems (IDS) incorporate sophisticated encryption algorithms and machine learning to monitor network traffic and
detect anomalies; thus, providing real-time tracking and reporting, significantly reducing false alarms and increasing
the accuracy of threat detection [21]. In turn, the latest cryptographic techniques, including hashing and asymmetric
encryption, are needed to ensure data confidentiality and integrity [22, 23, 24]. The development of blockchain
technology and post-quantum cryptography emphasizes the importance of developing cryptographic solutions to
counter modern challenges [25]. Although the above-mentioned advances offer promising solutions, challenges to
their implementation remain, especially in dynamic environments where threats are constantly evolving. Mainly, in
the works of Ali et al. [26], Calatrava et al. [27], Polikarovskykh et al. [28], the intensification of the implementation
of new data protection methods is a response to the growing cyber threats arising from the use of GPS Spoofing and
GPS Jamming methods that can destabilize the functioning of global navigation satellite systems (GNSS). In this
context, as noted by Xing et al. [29], the autonomous differential correction system (ADCS) deserves special attention,
as it provides increased accuracy of satellite navigation signals and their resistance to interference. In Dini et al. [30],
such a system is also quite applicable for an embedded system for real-time intrusion detection in automotive systems,
where the synchronization problem between the CAN transceiver and ADC channels was solved by a cyclic buffer
strategy that significantly reduced false alarms and increased system stability.

Methods
The following methods were used in the research process:

- synthesis of literature sources was used to analyze current trends and theoretical approaches to ensuring
cybersecurity, assess the effectiveness of modern data protection mechanisms, and identify key issues in the
legal regulation of the introduction of digital innovations;

- descriptive statistics of cybersecurity and digital readiness indicators of EU countries were compiled based on
the official NCSI [1] reports for 2023-2025 to assess the effectiveness of the implemented digital
transformation measures and their impact on the level of data protection;

- visualization was used to fully understand the current state of cybersecurity measures in the EU Member States
by determining the dynamics of changes in cybersecurity indicators of the EU Member States. The process of
forming visual data schemes was carried out using Raincloud Plots graphs in the JASP statistical program
(Descriptives tool). The initial data was collected based on the official NCSI reporting [1] and systematized in
Appendix A. The main limitation of the study is the lack of data for the analyzed period for all EU member
states, which was taken into account when compiling descriptive statistics;
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- the systematization method was used to identify the most effective innovative methods at each stage of security
in the overall data protection system,;

- the generalization method was used to justify the application of the latest data protection methods in the context
of enhanced digital transformation.

Results and Discussion

Given the intensity of digital transformation and the constant development of technology, information security is
becoming a critical element for maintaining the stability and efficiency of both individual organizations and
government agencies. In this context, information systems are complex complexes that include hardware, software,
databases, network resources, and organizational processes that ensure data processing and protection. Cybersecurity,
as a fundamental component of overall information security, covers the protection of critical information
infrastructure, telecommunication systems, and electronic trust services from threats, including viruses, unauthorized
access, and data manipulation [2]. Therefore, a key vector of countering cyberattacks, which involve the prompt
restoration of the functionality of information, telecommunications and technological systems, restoration of damaged
or lost data, is to create conditions for investigations to identify threats and minimize their impact. Given the current
landscape of data protection and cybersecurity, it is necessary to conduct a comprehensive analysis of the dynamics
of key indicators of cybersecurity and digital readiness of EU member states in the period 2023-2025, which will
allow assessing the effectiveness of the implemented digital transformation measures and their impact on the level of
data protection. To conduct the relevant analysis, descriptive statistics of the original dataset were compiled (Appendix
A), as shown in Table 1.

Table 1. Descriptive statistics of cybersecurity and digital readiness indicators of the EU countries in 2023-2025

Descriptive Statistics

Period 2023 2024 2025

Indicators | NCSI | GCI |ICTDI| NRI | NCSI | GCI |ICTDI| NRI | NCSI| GCI |[ICTDI| NRI

Valid 27 27 27 27 13 13 13 13 13 13 13 13

Missing 0 0 0 0 14 14 14 14 14 14 14 14

Median 84.000| 94.000 |78.000|5.000 | 88.000 | 95.000 {80.000| 5.000 |85.000| 94.000 |86.000|63.000

Mean 81.667| 91.296 |76.259|4.667 | 85.538 | 94.154 |80.000|27.538|85.462| 93.846 | 87.462|63.000
Std. 10.655| 8.708 | 6.087 |0.620| 9.070 | 4.259 | 7.360 |30.223| 6.372 | 5.064 | 5.348 | 5.148
Deviation

Minimum |51.000| 67.000 | 65.000|4.000| 66.000 | 86.000 |71.000| 4.000 |77.000| 83.000 | 80.000 | 55.000

Maximum |95.000 100.000|87.000 | 6.000 | 98.000 [100.000|97.000 | 68.000 | 98.000 |100.000| 97.000 | 74.000

Source: compiled by the author
Notes: NCSI — National Cyber Security Index; GCI — Global Cybersecurity Index; ICTDI — ICT Development Index;
NRI — Networked Readiness Index

The analysis revealed a positive trend in the development of cybersecurity in the EU member states, which is
manifested in the growth of average values of indicators, in particular the GCI and the ICT Development Index, as
well as in the reduction of the variability of other indicators, which indicates the harmonization of cybersecurity
policies. The most significant progress is observed in the field of digital infrastructure, as evidenced by the increase
in the NRI in 2025, which indicates the effectiveness of the European Commission’s strategic investments in the
development of advanced cybersecurity technologies and digital transformation. However, in order to fully understand
the current state of cybersecurity measures in the EU member states, it is necessary to clearly define the dynamics of
changes in the cybersecurity indicators of the EU member states. To do this, based on the original data (Appendix A),
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we visualized the data using Raincloud Plots in the JASP statistical program. Based on the methodology of Allen et
al. [31], and combining a point cloud, box plot, and one-way violin plot, the graphs presented in Figure 2 allow for
simultaneous display of the distribution, variability, and trends of predefined data.
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Figure 2. Raincloud Plots on the dynamics of changes in cybersecurity indicators in EU member states
Source: compiled by the author
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The distribution of the National Cyber Security Index (NCSI) scores shows significant variability in the level of national
cybersecurity among EU member states in 2023. Although the bulk of observations are concentrated in the top quartile of the
distribution, the presence of outliers indicates the presence of countries with relatively lower scores. Instead, in 2025, there is
an increase in the overall level of security, as evidenced by a decrease in variance and a more concentrated location of values
in the upper range, which mainly indicates the effectiveness of implemented government policies in the field of cybersecurity.
Given that the identified positive developments are largely due to the strengthening of the EU’s cybersecurity regulatory
framework, it is worth emphasizing the fundamental importance of implementing Directive NIS 2, which expands the
requirements for cyber risk management and mandatory reporting for key sectors. Additionally, the adoption of the
Cybersolidarity Regulation (EU) 2025/38 laid the groundwork for a joint response to cyber threats and the creation of a
European cybersecurity reserve, which provides Member States with rapid support in the event of large-scale attacks [32]. Thus,
the consolidation of the regulatory environment and increased investment in cybersecurity have contributed to a more balanced
distribution of security levels among EU countries.

The distribution of the Global Cybersecurity Index (GCI) shows a stable level of cybersecurity in most EU member states,
although the presence of statistical outliers in 2023 may indicate an uneven distribution of cybersecurity measures among
the countries studied. However, by 2025, the index values have stabilized, which is obvious given the reduction in
interquartile range and the elimination of significant data anomalies. In turn, the dynamics of the ICT Development Index
(IDI) reflects the progressiveness of solutions aimed at digital transformation, which is now widespread among EU member
states. In 2023, there is a wide range of variations between countries, as evidenced by the wide range of distribution. This is
due to the fact that the EU takes measures related to digital transformation in accordance with sectoral and horizontal policies
and based on a number of provisions of the Treaty on the Functioning of the European Union (TFEU). The provisions of
this Treaty are generally used as a basis for harmonization of the digital single market, in particular Articles 4(2)(a), 26, 27,
114 and 115 TFEU. In addition, Art. 173 TFEU, aimed at increasing the competitiveness of EU industry, is used to promote
digital technologies, in particular in the field of confidential data protection [33]. At the same time, in 2025, the variability
of IDI values is decreasing, which indicates the harmonization of the development of information and communication
technologies in Europe. This is the result of the European Commission’s strategic investments in five key sectors: high-
performance computing, artificial intelligence, cybersecurity and trust, advanced digital skills, and ensuring the widespread
use of digital technologies in the economy and society. In particular, in February 2025, the European Union announced an
additional €50 billion investment in artificial intelligence, complementing the €150 billion raised from private investors
under the European AT Champions initiative; bringing the total investment in this sector to €200 billion [34].

Regarding the distribution of Networked Readiness Index (NRI) values: in 2023, there was a high level of dispersion of
values with a noticeable group of countries lagging behind in terms of readiness for digital transformation; and in 2025, the
distribution shows a tendency to increase the average values and decrease the number of outsiders, which may indicate an
overall improvement in digital infrastructure in the region. Thus, in addition to the above-mentioned increase in investment,
the development of the EU’s digital infrastructure was facilitated by the creation of the IRIS2 satellite network, which
involves the launch of 290 satellites to provide high-speed Internet connectivity across Europe. This project, worth €10.6
billion, was officially approved in December 2024 and aims to begin operations by 2030 [35], which increases the
investment attractiveness of digital infrastructure in the European space and stimulates its further development.

Thus, the analysis shows a positive trend in the development of cybersecurity in the EU member states, which is
reflected in the stabilization of indicators and a decrease in the spread of values. This trend is mainly due to the
effectiveness of digital transformation policies and strengthening of regulatory and legal regulation in the field of
cybersecurity. In particular, increased investment in high-performance computing, artificial intelligence, and
cybersecurity is currently contributing to the strengthening of digital infrastructure and the improvement of
cybersecurity among member states. The above measures, which include funding research projects, developing
innovative technologies, and implementing security standards, have a positive impact on stabilizing cybersecurity
indicators and reducing the spread of the analyzed values.

However, despite the positive impact of current cybersecurity solutions, in today’s digital transformation environment,
the issue of ensuring reliable data protection is becoming critical due to the growing complexity of cyber threats,
scaling of information flows, and the need to introduce innovative technologies in the field of cybersecurity. The
urgency of cybersecurity, in particular in the area of data protection, is mainly due to the purpose of cyberattacks.
According to the European Council of the European Union [36], almost 20% of cyberattacks are aimed at the public
administration sector, which is important for the provision of public services and security, as well as at the areas of
transport (11%), finance (9%), digital infrastructure (9%), business services (8%), social protection (8%) and
manufacturing (6%), and the dynamics of their implementation is growing rapidly. Therefore, traditional protection
methods are currently not effective enough in ensuring an adequate level of cybersecurity, which requires the use of
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new approaches that combine artificial intelligence, cryptographic mechanisms, and the principles of decentralized
data management (Figure 3).
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Figure 3. Application of innovative methods in the overall data protection system
Source: compiled by the author

Threat assessment and risk management require the use of artificial intelligence and machine learning methods that
allow analyzing huge amounts of information, identifying abnormal patterns, and predicting potential cyber incidents
[21, 37]. Such algorithms significantly reduce the level of uncertainty and allow for the implementation of proactive
threat response mechanisms, which ensures effective prediction of attacks before they actually occur [18, 38]. In the
process of developing security policies and identifying strategic mechanisms to counter threats, it is advisable to use
the Zero Trust architecture, which fundamentally changes traditional access models by requiring constant verification
of all entities in the system and excluding any default privileges [39, 40]. This approach makes it impossible for
malicious intrusion into corporate networks through compromised or trusted accounts, which is a typical threat to
traditional centralized systems. Instead, given the current challenges in the field of physical data protection, there is
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an urgent need to use innovative approaches. The application of quantum cryptography, which uses the principles of
quantum mechanics to exchange encryption keys, provides absolute protection of information from unauthorized
interception, which is a revolutionary step in ensuring information security [22, 23, 24, 41]. In addition, technical data
protection involves the introduction of homomorphic encryption, which, according to Liu et al. [42], Yuan et al. [37],
allows you to perform calculations on encrypted data without decrypting them and, as a result, helps to maintain
confidentiality in the context of remote information processing in cloud environments.

In the area of access control, biometric authentication methods combined with cryptographic technologies are
becoming more widespread, which increases the level of reliability of user identification and minimizes the risk of
password compromise. Control of continuous monitoring and audit of data security is made possible by the use of
dynamic analysis systems based on artificial intelligence, which provide autonomous detection of suspicious actions
and registration of all anomalies in real time [19, 20]. Additionally, blockchain technologies are used to ensure the
transparency and immutability of security logs, which creates a trusted infrastructure for cybersecurity audits and
makes it impossible to falsify records of system events [25]. Instead, incident management involves not only an
effective response to cyberattacks, but also the construction of an adaptive learning system based on the analysis of
previous threats and modeling of potential attack scenarios [43], which allows for the improvement of response
algorithms, increasing their effectiveness in each subsequent case. The role of data backup and recovery in the overall
protection system should be emphasized, where the use of Shamir’s Secret Sharing ensures the distribution of secret
keys among several independent nodes, which prevents their compromise [44] and guarantees the preservation of
information integrity even in the event of catastrophic failures [45]. Thus, a comprehensive approach to cybersecurity
that integrates innovative methods at all stages of data protection allows for a sustainable security system adapted to
modern threats. In this context, the development of innovative technologies will predictably strengthen information
protection and contribute to the creation of a reliable digital environment, which is a key aspect of the safe operation
of critical information systems in the global cyberspace.

Conclusions

A detailed study of the dynamics of cybersecurity development in the context of digital transformation allowed for a
comparative analysis of key indicators to assess the effectiveness of data protection strategies implemented in EU
Member States. In addition, the considered approaches make it possible to determine the status and prospects for
further development of cybersecurity measures and data protection methods in the EU Member States, as well as to
predict the further development of cybersecurity measures and data protection methods in the context of global
challenges related to digital transformation. The results of the study contribute to the expansion of theoretical and
practical knowledge in the field of innovative data protection methods, which are critical for the future development
of cybersecurity at the European level.
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Appendix A
National Cyber Global Cybersecurity ICT Development Networked Readiness
Country Security Index (NCSI) Index (GCI) Index (ICTDI) Index (NRI)
2023 | 2024 | 2025 | 2023 | 2024 | 2025 | 2023 | 2024 | 2025 | 2023 | 2024 | 2025
Austria 86% 86% 85% 94% 94% 89% 80% 80% 91% 5% 5% 66%
Belgium 95% 93% 93% 96% 97% 97% 78% 81% 81% 5% 66% 66%
Bulgaria 74% - - 67% - - 69% - - 4% - -
Croatia 83% - - 93% - - 72% - - 4% - -
Cyprus 66% 66% 77% 89% 89% 97% 78% 78% 86% 4% 4% 57%
Czech Republic | 91% 98% 98% 74% 88% 88% 72% 82% 82% 5% 63% 63%
Denmark 84% - - 93% - - 87% - - 5% - -
Estonia 94% 88% 88% | 100% | 95% 95% 81% 97% 97% 5% 68% 68%
Finland 86% - - 96% - - 79% - - 5% - -
France 84% - - 98% - - 82% - - 5% - -
Germany 91% - - 97% - - 84% - - 5% - -
Greece 90% - - 94% - - 72% - - 4% - -
Hungary 68% - - 91% - - 69% - - 4% - -
Ireland 75% 75% 78% 86% 86% 91% 80% 80% 91% 5% 5% 66%
Italy 79% 88% 88% 96% | 100% | 100% | 70% 84% 84% 4% 64% 64%
Latvia 75% 75% 79% 97% 97% 83% 73% 73% 89% 4% 4% 58%
Lithuania 94% 94% 85% 98% 98% 93% 72% 72% 91% 4% 4% 60%
Luxembourg 66% - - 97% - - 85% - - 5% - -
Malta 51% - - 84% - - 79% - - 5% - -
Netherlands 83% 83% 82% 97% 97% 99% 85% 85% 95% 6% 6% 74%
Poland 87% 93% 93% 94% 94% 94% 69% 86% 86% 4% 60% 60%
Portugal 90% 90% 84% 97% 97% | 100% | 71% 71% 84% 5% 5% 62%
Romania 90% - - 76% - - 65% - - 4% - -
Slovakia 83% 83% 81% 92% 92% 94% 71% 71% 80% 4% 4% 55%
Slovenia 68% - - 75% - - 74% - - 5% - -
Spain 88% - - 99% - - 78% - - 5% - -
Sweden 84% - - 95% - - 84% - - 6% - -
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