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Abstract: The digital revolution transforms how human rights get protected by law yet produces 
both positive chances and serious digital issues for privacy protection and free speech. This study's 
importance stems from our need to adjust legal standards for both national and international zones 
to digital environments plus hunt for workable digital rights defense systems. The study investigates 
how digitalization affects our basic human rights on paper and looks at what role national 
governments and world organizations play in this evolution. The research methods include legal 
analysis to understand the digital technology effects, a comparison approach, and the whole system 
view to evaluate how digital technology links with legal standards and societal issues. Digitalization 
makes justice easier to access while making information more open to the public yet poses serious 
dangers when government controls too many people and algorithms discriminate people while 
eliminating their privacy rights. Digital dangers exceed the speed at which national laws adapt so 
authorized standards should unite across countries and firms need stronger oversight. Studies of 
international documents support the requirement to establish common digital rights rules across 
nations because of GDPR [1], the Universal Declaration of Digital Rights [2] and the Budapest 
Convention [3]. This study produces suggestions to boost digital rights ruling mechanisms which 
help create better digital policies worldwide. 

Keywords: digital human rights, digitalization, international law, constitutional enshrining, 
personal data protection, cybersecurity, digital divide, artificial intelligence in law. 

Introduction 

he rapid digital technological growth affects every area of human rights including access but also creates 
problems for maintaining these rights. Digital technologies transform both basic rights like privacy and 
information access and create new rights relationships for the online world. Modern rapid digital technology 

developments create problems for term protection because laws do not always adapt to these advancements [4]. 
Modern scientific literature conducts extensive research on digital human rights matters. O'Brien [5] reads the function 
of world-wide law when making digital norms while Heidemann [6] measures the impact of automated systems on 
human legal standing and artificial intelligence affairs. Cardona highlights the necessity to adapt constitutional rules 
to digital times but also notes that too much state power poses a threat in his publications Vallès [7] and Corapi [8]. A 
large amount of research exists yet experts have not fully explored how digitalization relates to protected human rights 
in constitutions and worldwide regulations. Several nations need common international digital rights standards before 
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they can work together at a global scale. Each country takes time to update its laws which creates space for both 
government and tech firms to abuse digital platform users [9]. Experts need to study more about the rights to free 
speech versus online protection how data businesses handle information and how to protect systems from digital 
attacks. 

The purpose of this study is to identify the main areas of influence of digitalization on the constitutional enshrining 
of human rights and mechanisms for their legal protection in the digital age. Our goals will be reached through these 
required tasks. 

1. This research studies how human rights development passed through its main steps to fit into digital environments. 

2. We need to study international rights standards related to digital environment and their effects on nation-level laws. 

3. Our study seeks to find the greatest digitalization dangers that block human rights fulfillment. 

4. We need to study the part these governing bodies play in running online rights rules. 

5. We want to suggest effective ways to improve current legal controls of digital human rights. 

Our study examines the total effect digitalization has on law enforcement while discovering how best to defend human 
rights during technical progress. 

Literature review 

Contemporary research about human rights examines how digital processes help law protect human basic rights. These 
experts study how natural law and digital changes work with constitutional development [10, 6]. Giang [11] and 
Sjöholm [12] research the difficulties of defending international human rights and protecting human rights from 
globalization hurdles. Digital rights and democracy link together within social media platforms where research 
discussed freedom of expression and digital democracy development [9, 13]. The author emphasizes digital justice 
and open justice rules specific to the digital age [14, 15]. Digital technology changes how international law should 
regulate and control artificial intelligence working systems according to Zekos [16, 17] and Cui [18]. 

Digital protection of personal data is important because everyone has the human right to keep their information safe 
[4]. In this regard, the study by Afzal [19] emphasizes the need for legal improvement of mechanisms for protecting 
digital rights and law enforcement. International law now deals with migration and climate change problems besides 
wearing new dimensions [20]. The examination of constitutional rights under the post-non-classical scientific model 
created essential knowledge in modern legal thinking. Limits on human rights under international law prove that 
worldwide individual protection continues to matter for global law enforcement [5, 21]. The studies explore how 
human dignity rights develop and what establishes them as legal concepts [21, 22]. 

Cardona Research Vallès [7] highlights the issue of human rights violations in international conflicts and violence 
related to mining, indicating the need to strengthen legal protection mechanisms. Corapi [8] focuses on the issues of 
informed consent in digital insurance contracts in Italy, which has implications for expanding the protection of 
personal data. Di's research Nardo et al. [23] and Fornasiero & Tolio [24] analyze digital transformations in the legal 
sphere, in particular their impact on legislative regulation and law enforcement. In 2023 Malkmus [25] explains how 
international law safeguards new minority groups as a key human rights issue in globalized societies. Jougleux [15] 
employs the principle of open justice to reveal how it strengthens legal system development. In his work of 2024 
Shaban [9] covers how digital rights require specific legal systems to balance democratic freedoms and expression. 
Zekos examines how artificial intelligence influences international law by looking at force of law efforts during 
automated decision-making operations in 2021 and 2022. 

Walters [26] and Busch [27] research how traditional law enforcement agencies deal with digital technology 
challenges according to their respective publications. Siliquini-Cinelli [28]) and Bloom [29] proved how globalization 
and technology development impact legal positivism through meaningful research. The focus of recent research 
mirrors the shift in the human rights theory in the digitalization and the legal evolution. According to Kortukova et al. 
(2023), constitutional protections are adapted to humanitarian crises in accordance with human rights norms and 
temporary protection mechanisms correspond to changes in human rights norms. Khatniuk et al. (2023) work with the 
legalization of AI in the legal services industry, which identifies its basis in dignity, transparency, and accountability, 
fundamental principles of natural law and modern constitutionalism. By addressing how anti corruption effort 
intersects with the protection of individual rights, the *Journal of Money Laundering Control* (2022) contributes. 
These studies together portray the transition from raw natural rights to actual constitutional assemblies, in light of the 
perils of digital transformation and global turmoil. 
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Although journalists cover these issues extensively they have not yet solved important remaining problems. No one 
has thoroughly analyzed how national rules about digital rights should work with international legal standards in this 
area. There are also no comprehensive solutions for effective law enforcement in cases of human rights violations in 
the digital environment. 

Research methods 

This study uses an interdisciplinary approach that combines legal analysis, comparative method and systems approach. 
Legal analysis allowed to examine key international and national regulatory and legal acts regulating digital human 
rights. The comparative method was used to compare different theoretical concepts of human rights, as well as to 
assess the effectiveness of legislative initiatives in different jurisdictions. The systems approach contributed to 
identifying the relationship between digitalization, legal regulation and social challenges arising in the process of 
constitutional consolidation of digital rights. In addition, an analysis of scientific publications and international reports 
was conducted, which allowed to assess current trends and challenges in the regulation of human rights in the digital 
era. 

Results 

The human rights concept has evolved over a long period of time, from abstract notions of natural rights to their 
enshrining in national constitutions and international legal instruments. This evolution can be divided into several key 
stages: 

1. Natural law: the idea of innate rights. The first ideas about human rights were formed within the concept 
of natural law, according to which a person has inalienable rights given to him by nature or God. The earliest 
philosophers Aristotle and Cicero accepted the presence of laws that override state rules. During medieval 
times Thomas Aquinas enhanced the concept by viewing natural law as linked with divine arrangement [10]. 

2. The Age of Enlightenment and the emergence of the legal concept of human rights. Human rights took 
their modern shape during the 17th and 18th centuries. According to John Locke the state needs to uphold 
natural rights citizens have in life liberty and property [10]. After 1689 and 1776 people began seeing their 
rights described in official political documents. The French Declaration of the Rights of Man and of the 
Citizen introduced equality, freedom, and personal protection as main rules of the French state operation in 
1789. During this period the basic ideas of positivism in human rights were first created by viewing rights as 
government-approved laws. 

3. Constitutional Enshrining of Human Rights in the 19th–20th Centuries. During the rise of 
constitutionalism human rights got official protection in nationwide laws. Major events in establishing human 
rights for the nation and world included the French Constitution of 1791 [30] and the Universal Declaration 
of Human Rights from 1948 [31]. After the UN member countries agreed to it the Universal Declaration 
became the very first international standard to define human rights [5]. The global development of human 
rights law took place after World War II through arrangements like the European Convention on Human 
Rights in 1950 [32] and the International Covenant on Civil and Political Rights in 1966 [33]. The world 
moved away from basic ideas about human rights and made legal ways to defend these rights. 

4. Digitalization and new challenges in the 21st century. The current stage of the evolution of human rights 
is associated with the impact of digital technologies. On the one hand, technologies contribute to the spread 
of democratic values, openness of information and access to justice [14]. These tools bring computer dangers 
that threaten personal privacy and freedom to access information also affect security systems [4]. Different 
digital human rights plans are developing now with the Universal Declaration of Digital Rights starting in 
2021 under EU vision [2]. The understanding of human rights evolved over time from natural philosophical 
ideas to the actual legislation in national and international documents. Our present digital lifestyle needs fresh 
ways to regulate law so human rights will maintain proper protection during technology advancements. 

Digital advancements lead us to new methods of making and preserving human rights beyond our current era. 
Technological progress contributes to greater openness of information, simplified access to justice and the 
development of mechanisms for monitoring compliance with rights. However, at the same time, digitalization creates 
new challenges, in particular regarding data privacy, the digital divide and cybersecurity [4]. We have analyzed the 
impact of digitalization on human rights protection mechanisms and the main threats that arise in the digital 
environment. The presented data are systematized in Table 1, which demonstrates the main directions of changes in 
approaches to human rights in the context of digital transformation. 
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Table 1. The digitalization impact on human rights 

Direction of 
influence 

Positive changes Negative aspects 

Access to 
information 

Increased transparency, rapid data 
exchange [14] 

Disinformation, manipulation of public opinion [9] 

Access to justice Automation of judicial processes, e-
government[8] 

Lack of digital skills among part of the population 
[11] 

Privacy and data Strengthening personal data 
protection [4] 

Mass surveillance, data leaks [19] 

Freedom of 
expression 

New platforms for civic engagement 
[13] 

Censorship, restrictions on freedom of speech in 
the digital space [7] 

Labor rights New opportunities for remote work 
[9] 

Instability of digital employment, lack of social 
protection for freelancers [6] 

Source: created by the author based on [4, 6, 7, 8, 9, 11, 13, 14, 19]  

Digitalization is radically changing approaches to the implementation of human rights, opening up new opportunities, 
but also creating serious risks. Access to justice is becoming easier, and the transparency of government decisions is 
increasing. The protection of personal data plus public Internet access issues along with limits to free speech still block 
digital progress. Regulations need further development in digital rights to protect both national security and freedom 
at national and international levels. 

Many scholars have studied human rights theories through multiple views in their development process. Human rights 
theorists usually accept either the natural law approach or the positivist approach. Natural law theory believes rights 
exist because nature provides them while positivism states rights stem from the laws states approve [10]. Despite the 
two key approaches the socio-legal and instrumentalist schools now study how societies and international law 
frameworks develop legal standards [6]. These theories show their main traits and contrasts through this organized 
table. Table 2 illustrates the key concepts of human rights, their main provisions and impact on modern legal 
regulation. 
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Table 2. Comparison of theoretical approaches to human rights 

Theory Main ideas Key representatives Influence on modern law 

Natural law Human rights are 
inalienable, natural, and 
independent of the state. 

John Locke, Jean-
Jacques Rousseau, 
Hugo Grotius 

Foundational documents such as the 
Declaration of the Rights of Man, 
1789 [34] and the Universal 
Declaration of Human Rights, 1948 
[35]. [10]. 

Positivist Human rights exist only 
within the legal system 
and are recognized by 
the state. 

Jeremy Bentham , Hans 
Kelsen 

Constitutional Enshrining of Rights, 
International Law [5] 

Socio-legal Human rights are 
shaped by societal 
norms and social 
relations. 

Karl Marx, Durkheim Emphasis on socio-economic rights 
[13] 

Instrumentalist Human rights are a 
means to achieve 
political and economic 
goals 

Richard Posner , Jack 
Goldsmith 

The use of human rights in 
international politics [7] 

Source: created by the author based on [5, 6, 7, 10, 13]. 

Each of the theories of human rights has its advantages and limitations. The natural law concept remains the basis for 
international declarations, while the positivist approach determines the practical consolidation of rights in legislation. 
The socio-legal and instrumentalist views stress human rights change based on social and political economic systems. 
Modern legal systems now bring together these methods so they better solve new problems created by digitalization 
global changes and the work of international human rights organizations. 

International legal documents help us determine worldwide human rights rules that need every country to bring their 
domestic laws into line with these standards. During our digital age major human rights documents from 1948 through 
1966 continue to develop their purpose by applying to internet security standards [5]. 

In 2021 the EU approved the Universal Declaration of Digital Rights which protects the basic rights of people during 
digital interaction. Table 3 shows the main international standards and their effect on how human rights should appear 
in digital settings according to constitutions. 
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Table 3. The impact of international standards on the constitutional enshrining of human rights in the digital age 
International document Main provisions Impact on national legislation 

Universal Declaration of 
Human Rights, 1948 

Recognition of equal rights for all 
people, regardless of technological 
context [5] 

A basic reference point for all 
national constitutional norms. 

European Convention on 
Human Rights, 1950 

Protection of the right to privacy and 
freedom of expression [7]. 

Guarantees the protection of personal 
data in the countries of the Council of 
Europe. 

International Covenant on 
Civil and Political Rights, 
1966 

Enshrines the right to privacy and 
prohibits unlawful interference with it 
[4]. 

A fundamental document for 
international digital law. 

Universal Declaration of 
Digital Rights, 2021, EU 

Defines fundamental digital rights: 
internet access, cybersecurity, 
privacy[9]. 

Implementation of national digital 
strategies. 

Council of Europe 
Convention 108+, 2018 

An updated standard for protecting 
personal data in the digital age [8]. 

The requirement to adapt legislation 
to new cybersecurity standards . 

The source was created by the author based on [4, 5, 7, 8, 9]. 

The international community uses its standards to help nations adopt digital human rights through their constitutions. 
States use global standards to create their basic laws and constitutions. In 2021 EU launched their first initiative to 
develop a complete digital legal framework that countries worldwide may replicate as a template. The future of 
international law will have to act upon new challenges such as artificial intelligence, the big data and the digital 
inequality, in order to effectively protect the human rights in the digital age. 

Since, digitalization has impacted human rights positively in that it has opened the door to information, access to 
justice and political participation. However, by the same token it poses massive challenges and threats that has to and 
can be regulated appropriately. The main risks include violation of the right to privacy, digital divide, speaking against 
freedom of expression, cyber crimes and discrimination in the digital environment [4]. Table 4 presents the main 
threats to human rights obtained from the digitalization, its consequences and possible countermeasures. 
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Table 4. Main problems and challenges of digitalization in the field of human rights 

Threat Problem description Consequences Possible countermeasures 

Violation of the 
right to privacy 

Uncontrolled collection 
and analysis of personal 
data by large corporations 
and states [8]. 

Data leaks, mass 
surveillance, 
commercialization of 
personal information 

Creating effective data 
protection laws [1]. 

Digital divide Unequal access to digital 
technologies due to 
economic or geographical 
factors[9]. 

Increasing social inequality, 
exclusion of certain 
population groups 

Infrastructure development, 
state digital inclusion 
programs. 

Threat to freedom 
of expression 

Control and censorship of 
information on the 
Internet, manipulation of 
public opinion [7]. 

Self-censorship , a threat to 
democratic processes 

Protecting freedom of 
speech in the digital space 
at the international level. 

Cybercrime Phishing , hacking , 
financial fraud, and 
interference with 
government systems [19]. 

Loss of financial resources, 
undermining trust in digital 
platforms 

Development of 
international mechanisms to 
combat cybercrime. 

Algorithmic 
discrimination 

Using artificial 
intelligence that 
reproduces bias in 
decision-making [6]. 

Unfair access to services, 
discrimination based on 
race, gender or social status 

Introducing ethical 
standards into algorithm 
development and AI 
regulation. 

Source: created by the author based on [4, 6, 7, 8, 9, 19]. 

Today the issue of digitalization has greatly changed the legal environment, and it brings a lot of questions, problems 
and challenges for society when it comes to securing privacy, freedom of expression and equal opportunities in life. 
In order to avoid the negative consequences of the digitalization, there should be enhanced enforcement of the 
international standard in the field of human rights protection, introduction of new regulations, and accessibility to 
digital sources for all. Future research should aim at providing balancing mechanisms between technological progress 
and human fundamental rights and freedoms. 

In the area of digitalization of public services, the state and the international organizations have an important role in 
the protection of human rights. Digital rights are protected by national governments, which produce regulations and 
mechanisms, as well as by international institution, which provide works to standardize efforts on a global level [4]. 
Strongly depending on such a combination of the national regulation (personal data protection laws, regulation of 
digital platforms) and the international cooperation (European initiatives, UN, Council of Europe) digital human rights 
mechanisms effectiveness is very important. Table 5 lists the key mechanisms of state regulation and international 
cooperation in the field of digital human rights. 
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Table 5. Mechanisms of state regulation and international cooperation in the field of digital human rights 

Mechanism Implementation 
level 

Mechanism description Implementation example 

Legislative 
regulation 

National Adoption of laws regulating 
the protection of personal data, 
combating disinformation [8]. 

GDPR, Digital Services Act. 

Digital agencies National Creation of state structures to 
control the digital space and 
respect human rights [9]. 

Cybersecurity Agency 
(ENISA), State Service for 
Digital Transformation of 
Ukraine. 

International 
agreements 

International Joint agreements between 
states on the regulation of 
digital rights, personal data 
protection, cybersecurity [7]. 

Convention 108+ (Council of 
Europe, 2018), Paris Call for 
Trust and Security in 
Cyberspace, 2018. 

Cybersecurity 
cooperation 

International Information sharing, 
cybercrime investigation at the 
interstate level [19. 

Budapest Convention on 
Cybercrime [3]. 

Control over the 
activities of 
technology 
corporations 

National / 
International 

Regulation of platforms that 
hold large amounts of personal 
data [6]. 

Antitrust investigations 
against Google and Meta 
(EU, US). 

Source: created by the author based on [4, 6, 7, 8, 9, 19]. 

The role of the state and international organizations in ensuring human rights in the digital age is crucial. National 
legislation provides domestic legal order, while international agreements guarantee coordination between countries. 
Specialized state agencies and international organizations that work to create common standards for digital security 
play an important role. Further development in this area should be aimed at harmonizing digital standards, 
strengthening international cooperation in combating cybercrime, and ensuring human rights in the online 
environment. 

Discussion 

Digitalization has a significant impact on human rights, changing the way they are protected, implemented and 
constitutionally enshrined. On the one hand, technologies promote transparency, access to justice and the global spread 
of democratic principles [9]. On the other hand, they create serious challenges, including threats to privacy, digital 
inequality and new forms of discrimination [8]. 

The regulatory mechanisms of the state and the international institutions in the creation of digital standards for the 
protection of human rights are actively developed. For instance, the GDPR [1] was an essential step to protect personal 
data with its provisions adopted by other countries in the formulation of similar laws [8]. However, yet, according to 
researchers such as Cardona Vallès [7], the most modern regulations do not guarantee digital security to 100%, because 
of how fast technology and artificial intelligence are advancing. 

Some authors emphasize the positive aspects of digitalization. For example, Sgueo [13] notes that digital platforms 
contribute to the growth of civic participation, in particular through electronic petitions and social networks. On the 
other hand, Heidemann [6] draws attention to the fact that digital algorithms can reproduce discriminatory practices, 
reinforcing social inequalities. The balance between security and digital freedoms remains an important issue. Afzal 
[19] points to the need to strengthen cybersecurity in connection with the growth of cybercrime, while Dowd [4] 
emphasizes the danger of excessive state control over the digital space, which can lead to the restriction of rights and 
freedoms. 
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Digitalization brings both advantages and difficulties despite its benefits to society. Further research should focus 
on: 

1. Creating new protection systems for online human rights should let people stay free while keeping 
the digital world secure. 

2. Studying the impact of artificial intelligence on human rights, in particular its role in administrative 
and judicial decision-making. 

3. Global regulation of digital rights, as existing mechanisms are often focused on the national level 
and do not take into account the global nature of the digital space.Thus, the need for further studies 
is obvious, as the digitalization of human rights is a dynamic process that requires a constantly 
adaptive approach and international coordination. 

Conclusions and prospects for further research 

Digitalization is making radical changes to the approaches to the realization and protection of human rights, presenting 
both opportunities and risks that are subject to increased intensity and growing to wider scope. The study confirmed 
that international standards and national legislation are gradually adapting to digital realities, but the effectiveness of 
these mechanisms remains debatable. Among the main threats, privacy violations, digital inequality and cybercrime 
were highlighted, which require further regulatory regulation. The results revealed indicate the need to harmonize 
international digital standards, strengthen state control over the activities of technology corporations and, at the same 
time, prevent restrictions on digital freedoms. The study’s contribution to the novelty lies in the holistic examination 
of the effect of the digitalization on the constitutional consolidation of human rights and the part of the state and 
international institutions in this process. First, the study is limited by lack of empirical basis of effectiveness of the 
modern digital regulation to reach a long-term outcome. Finally, we propose a promising field of future research, 
which are mechanisms of adaptivity of digiital rights to large technological changes and consists of adoption of 
artificial intelligence technologies and blockchain in the legal system. Attention must also be paid to the balance 
between digital security and the preservation of democratic freedoms, as excessive state control can lead to restrictions 
on fundamental human rights in the digital age. 
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