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Abstract: Insurance companies face many risks,
which should be managed. Though their core
competences and main contribution to society is to
accept the risks of businesses and individual and t
protect their assets and revenues, they have toens
a minimum financial solvency and the continuity of
its operations. Operational risk is increasingly
important in the management and corporate
governance of insurance companies, which
increasingly have greater implications and
interactions with other risks, such as market editr
risk. The management and analysis of operational
risk is a necessary activity for insurers, presenti
many opportunities for development and a major
field of study on conceptual and practical issues d
to the particularity and complexity implied in this
type of risk. Making use of secondary data collécte
through library research, journals and analysis of
reports, the paper reviewed the operational risks o
insurance companies and their management for
solvency. The new European regulation Solvency I
if adopted will inexorably increase the need of an
effective management of operational risks, the
development and implementation of structured
methodologies for the analysis and quantificatién o
operational risk.
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INTRODUCTION
ne of the main obstacles facing organisations
today is the risk of having their activities and
processes interrupted unexpectedly or failing
to achieve the expected results. In particular, the

recent financial crisis has focused attention dn al
levels about the importance of risk management. In
particular, boards of directors have begun to awersi
and evaluate risk management as an important
element of the strategy of sound corporate
governance and as a tool to protect the interefsts o
shareholders. (Di Renzo, et al., 2007)

The operational risk management mission is to
identify, analyze and mitigate the different risk
business operations are exposed to, in which we can
identify two main parts that can be found in the
organizations, individually or interrelatedly: (e
existence and integrity of management and
operational controls of the company, with appragria
cultural settings to satisfy the current legislation

job security, data, environment and others, and to
prevent fraud. (b) The ability to fulfil the proneis
made to customers, doing the activities and presess
needed to serve customers and meet with other
stakeholders, including shareholders, employees or
supplies.

In this context, management has always paid more
attention to the service and the smooth and efficie
operations of the company than to the strategit par
of the management of operational risks, such as its
alignment with the overall growth objectives and
profitability. And this is the change that is progi
every day that the consequences of not adequately
managing the risk of operations beyond the direct
economic losses, such as legal penalties or daofage
the reputation of the company for shareholders and
customers, could lead to a reduction in marketeshar
and brand value. (Chorafas, 2004)
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In addition, the attention that failures due to 1poo
operational risk management are receiving in recent
years in the press and other media companies is
causing an increasing concern in organisation about
the importance of managing and controlling such
risk; especially when changes in the economic,aoci
and technology world are becoming faster, such as
globalizations technological developments,
competitive environments, legislative requirement,
etc.

These ongoing changes have transformed the way
managers perceive risks, because organization that
achieve success in this environment of uncertainty
are those which give more importance to innovation
risk taking and entrepreneurship, and strive to
develop a culture of change acceptance and
adaptation in order to keep improving. Economic,
social or personal advancement mean taking some
kind of risks, and this progress not only referghe
ultimate success of achieving a goal, but to thikssk
and experience acquired during the process that wil
help to continue progressing.

BACKGROUND

Operational risk is not a new risk, in fact is first

risk that an insurer has to manage, even before
signing the first policy. However, the idea that
operational risk management is a discipline with it
own organizational structure, tools and processes,
like credit or market risks, is new and has evolved
considerably lately.

In 1998, the Committee on Banking Supervision in
UK published an advisory work related to operationa
risk; enabling it to become an accepted part ofdgoo
risk management practices in modern financial
market. According to this study, the major types of
operational risk include failure of internal congo
and corporate governance. Failure that can lead to
financial losses through error, fraud, or failunethe
implementation of obligations in a timely manner or
that could compromise the existence of the entity i
some way. This includes all levels of the organizat
that exceeds its authority or conduct unethical and
unsafe practices. Other aspects of operational risk
include system failures in information technology,
event such as fires and other disasters.

Adeleye, et al. (2004) observed that most financial
institutions allocate the responsibility for managi
operational risk to managers in the business usits,

it is necessary to develop the incentive structares
processes for best practices. Those systems arg bei
incorporated into the overall process of internal
evaluation, and requiring those responsible for the
business units and losses the details of the seefilt
corrective actions undertaken.

Operational risk management is in the early stajes
development. Awareness of operational risk as a
separate risk category is being driven by most
accounting firms, which are beginning to include
comments from risks in their annual audit repais.

the other hand, only a few financial institutionsan
measure and report their risks on a regular basis,
although many are monitoring the operational
performance indicators, analyze the experiences of
loss and monitor the audit and regulatory ratings.
Unlike market risk, and perhaps credit risk,
operational risk factors are mostly internal, aneré

is still no clear mathematical or statistical riglaship
between individual risk factors and the likelihcartl

size of operating losses (revenue volatility).

One potential benefit of a formal operational risk
approach is, where possible develop enough
incentives for business units managers to adoptdou
risk management practices through capital allooatio
performance reviews and other mechanisms. In
general, insurers and financial institutions are
convinced that the programs of operational risk
management protect and enhance shareholder value,
because is a distinctive internal function withadtsn
processes, structure, tools, statistics and
mitigation strategies.

risk

This situation is contributing to the developmehao
formal process and an improved transparency of one
of the oldest forms of risk.

CONCEPT OF OPERATIONAL RISK

Many organizations have their own definitions of
what operational risk is, but there is general
agreement on what was established by New Basel
Capital Accord II: the risk of loss, direct or inglct,
caused by inadequate internal processes and / or
wrong, people and system or by external event. More
specifically for the insurance industry, operationa
risk, by the standard of Solvency ll, is the riskass
arising from inadequate or failed internal processe
personnel or system or from external events, and
includes legal risks, but not risks arising from
strategic decisions and reputational risks (Fig. 1)

These definitions have a general positive spirit th
can be tailored to the particular circumstancesatch
company. An important distinction is that the
definition focuses on the sources of losses, bat th
does not express the major risk factors operating i
most companies, and can facilitate the exchange of
information. We also understand that this defimitio
does not attempt to reach those risks that are not
included or have not been determined either in the
definition of other risks, including market and dite
risks. But the most important feature of this diifom

is that it focuses on the impact of operationaséas
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Internal processes

Human factors

Potential
Unexpected losse
losses Dirgct and
ingirec
Infrastructure Osses Systems
Expected
losses

External events

Figure 1: Definition of operational risk
Source: Compiled by the Author

Table 1: Loss Event Type Classification (Insurance Version)

Event —Type Category
(Level 1

Internal Fraud

Categories
(Level 2

Unauthorized Activity

Theft and Fraud

External Fraud

Theft and Fraud

Systems Security

Employment practices and workplace Safety

Empl&elations

Safe Environment

Diversity & Discrimination

Clients, Products & Business Practices

Suitabibtgclosure & Fiduciary

Improper Business or Market Practices

Product Flaws

Selection, Sponsorship & Exposure

Advisory Activities
Damage to Physical Assets Disaster and other events
Business Disruption and system Failures Systems

Execution, Delivery & Process Management

Transadflapture, Execution & Maintenance

Monitoring and Reporting

Customer Intake and Documentation

Customer / Client Account Management

Trade Counterparties

Vendors & Suppliers

Source: Consortium database ORIC for insurersjmddafrom the Association of British Insurers wedgp,

www.abi.org.ukJan. 2010
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Figure 2: Combination of frequency and severity for operatlaisk events
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Figure 3: Insurance business cycle vs. risks
Source: The Author. 2012
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There was no generally accepted universal defimitio
of operational risk until the advisory report ofeth
Committee on Banking Supervision, Basel Il.. Other
institutions have defined it as the risk of lossnfir
various types of human or technical errors, anérsth
have associated it with business interruption aigdll
and administrative risks. In contrast, all the
institutions participating in this study (Committee
Banking Supervision Basel Il advisory report) share
the view that there is some kind of union or axis
between the different risks of a company, such as
market, credit and operational risks. In particutar
operational problem with a business transaction, as
for example an error in recording data from clients
can create a credit risk or a reputational onet if i
affects the client’s personal data.

While many organizations believe that technology
risk is part of operational risk, some consideasta
separate category with its own risk factors.
Operational risk is sought in the business are#s avi
high volume of business or operations, which have
more structural changes or have complex support
system, as in policy administration and receipt
collection activities.

The operational risk of a company comes from the
influence and interaction of internal and external
events in people, processes and technology apiolied
business processes of an organisation. Since each
entity is unique in the way of combining human
resources, processes and technology, is actually a
very complex task creating a single generic définit

of what constitutes operational risk. The former
existing definitions of operational risk are noeait

and are focused primarily on the negative aspect of
risk, including the potential that, for any reason,
business processes were interrupted resulting in a
direct or indirect financial loss.

The event that trigger losses may have been caused
by several factors, including failure in informatio
system, processes and controls, human error ad,frau
or unforeseen natural disaster. Direct losses tefer
losses in current income, while indirect lossesteel

to potential revenue, for example, due to
impediments to business expansion or reduction in
customer due to reputational issues. Such defirgtio
refer to historical facts and their uses are lichite
prevent future losses or to anticipate threat to
organization. Less traditional operational risk
definitions, but potentially more strategic,
incorporates a positive view of risk: instead of
considering the risk solely as a financial loss tlue
exposure to market or credit risk, operational risk
includes the consideration of a failure in the pasc

or strategic investment decisions to optimize reeen
or financial performance; and introduces the cotcep
of opportunity cost.

From a theoretical and academic point of viewsit i
desirable to clarify the discussions about openaitio
risk and to identify and differentiate all defimitis of

risk within a general framework and avoid the
overlapping with other well-defined risks, includin
market and credit risk. By analyzing recent losses,
negative developments are typically assigned to the
causes and impacts. Causes could be the unwanted
deviations from an expected result, and the impacts
would be the risk, as normal losses incurred can be
expressed in monetary terms. Many definitions do no
distinguish between causes and impact, which makes
complex their identification and differentiationhis

is especially problematic for operational risks tlas
process of building database of losses requires a
structure of categories of those losses.

For the purpose of this research, we use the
operational risk definition of Solvency Il mentiahe
above, which distinguishes between direct and
indirect impacts of the causes of operational ridgie
impact may manifest itself as a market risk, résglt

in a loss or gain. This is based on the assumpiian

it is possible to identify the causes of operationa
risks, such as an unexpected loss due to internal
errors, assessments of situations, strategy and
external events incorrectly. Poor supervision of
operational risks can result in losses of othek, ris
which could have been prevented by internal control
systems and a culture of appropriate management.

Direct impacts affect, at the time of its occurrenc
directly to the profit and loss account and balance
sheet, but indirect losses will become lower of
expected cash flows in the future. A concrete
example is the claims made by clients with a very
high risk profile due to errors in the underwriting
process for a period of time. This will likely dimsh

the benefits of the insurer due to an increase in
accidents, which can affect their ratings and mtarke
value.

We can conclude that any definition of operational
risk is controversial. The definition of solvencly |
though includes material exposures to legal and
regulatory risk arising out of business development
excludes strategic and reputational risks.

From Risk to Capital

There are no measurement techniques or capital
models which reduces operational risk by themselves
This is done in coordination with sound and
culturally established management process in
organisations. These models help companies to
reduce capital requirements, enabling the excess of
money being use in other more profitable
investments, while retaining exposure to the ribled
may affect the ability to generate future income.
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Most of the risk in the financial industry can be

divided into the following: (a) Expected losses,

covered by provisions. (b) Unexpected losses, which
are covered with the minimum required capital and
the reserves of the company. (c) And catastrophic
losses, which have to be prevented by internal
controls, risk transfer schemes as insurance
instruments or alternative risk transfer.

The problem lies in clarifying the rules on opevatl

risk capitalization, as it is rather vague to ekplhe
proportion and type of operational risk fall intach
category, and because the boundary between them
move as the industry evolves. It is important téeno
that the quantification and measurement of
operational risk is only a tool among others, ie th
establishment of a system or risk management
program viable and complete.

Operational Risk Categorization

To understand the components of internal operdtiona
risk, and one of the main tools for implementing a
global operational risk management in an insurance
company, it is essential to use a database thatd®c
the loss of such risks, which need to be sorted to
obtain a homogenous data and to allow further
analysis. The ORIC loss event type classification f
operational risk (Table 1), a consortium database f
insurers, collects the external database of opelt
risk for insurers that exists currently in the LHQd it

is used as standard for the classification of
operational risk events.

Definition of operational loss events

To understand the scope of operational risk
management, and the definition stated by solvehcy |
it should be considered what it is included as
operational risk. It is therefore necessary to roefi
and clearly identify what is a loss event and &3 (
Cause: Why did it happen? (b) Event. What
happened? (c) Result: How much did it cost?

Operational event is considered as the event thgt m
cause an operating loss, so it is necessary tollea
identify its consequences and measured, i.e. the
impact of an event, and they are all extra costs
resulting from the operational events losses not
incurred in the absence of the event.(Alexander,
2003) Among these costs are included according to
Bellando, (2001) refunds, loss of revenue, losses
(reduction in value of financial assets), reguhator
actions, loss or damage to assets and legal
contingencies. Excluding the following, not
considered direct costs of an operating event:
preventive measures taken in connection with the
event, improved control, investments plans, income
generation stopped, lost reputation or opportunity
costs.

Nature of operational events

When identifying operational losses, it can be
determined by two parameters. On the one hand, in
terms of their impact, severity or amount of lcasd

on the other hand, depending on how often the event
repeats itself over a period of time or, put intaeo
way, the probability that an event occurs. Thus, th
losses can be categorized according to the scheme i
Fig 2

The nature of operational events is a functiont®f i
occurrence (frequency) and of its impact (severity)
(Hoffman, 2002, Jordan, 2003)

(a) Recurring events: High frequency and low impact
type. It is the best known part of operational risk
such as fraud in reporting claims. (b) Non-recigrin
events: Low frequency and high impact type. Itis t
most dangerous part of operational risk, like a &r
destruction of one of the building of an insurance
company

Internal loss data are a critical element in desiga
model of internal measurement, since they best
represent the business structure, the control rsyste
and the culture of each organization. In this setise
main difficulty in the management of operationakri

is in the unavailability of internal database with
which to approximate the variable used in the model
Therefore, solvency Il rules allow, as does Bakel |
to complete this data with the use of external
database in order to add information about events,
mainly low frequency and medium or high severity,
which probably has not been experienced by the
insurer, but it is still exposed.

AN
Risk

ORGANIZATION AND CONTROL OF
INTEGRATED SYSTEM OF OPERATIONAL
M ANAGEMENT

COSO Report, published in the U.S.A. in 1992, was a
response to the concerns posed by the diversity of
concepts, definitions and interpretations of ergpti
internal controls. In the report are presentedréiselt

of the research conducted during more than fivesyea
by the working group that the Treadway
Commission, National Commission on Fraudulent
Financial Reporting established in the United State
consisted of representatives of several internation
accounting and auditing organisations, and thertepo
was undertaken by Coopers & Lybrand.

Internal control is defined as the process cardetd
by a company in order to asses, with reasonable
assurance, the activities into three main
categories.(KPMG,2002) Effectiveness and
operational efficiency, reliability of financial
reporting, and compliance with policies, laws and
regulations. This definition completes some
fundamental concept such as that internal congral i
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process, i.e. a means to an end not an end it itsel
that is carried out by persons acting at all levaisl
therefore is not just a series of organization and
procedural manuals; internal control only provide a
reasonable degree of security, not the total ssguri
not the total security; and that it is designed to
facilitate the achievement of a number of objedive
In this context, internal control has five compotsen
that can be implemented in all the insurers in
accordance with the characteristics of each: (a)
Environmental of control (b) Risk assessment (c)
Control activities (policies and procedures) (d)
Information and communication (e) Supervision

On the other hand, Marshall, (2000) was of the
opinion that to be effective, operational risk
management, it should be integrated into the
organization at all levels, both in the policiesdan
culture of the company as in its structure and
processes. So far, this risk systematically has bee
difficult to manage, as the business units resjobmsi
dealt with those who threatened them directly,
without approaching it from the holistic view acsos
the organization, and also due to a lack of proper
structures and policies.

To establish an operational risk management unit
within an organisation, it should be taken into
account several factors or drivers, as the
institutionalization of procedures to ensure tha t
risk is properly managed, train and aligned staff t
common goals, develop a culture of control, also
including the establishment of dependency relations
between roles and responsibilities.

A holistic approach to risk management according to
King, (2001) needs an organisation that makes
possible to assess these mentioned variables
simultaneously, both the most viewable or tangible
(strategy, structure and support systems and
processes) and the more intangible (shared values,
staff, and skills of the company or management
style). Together, these factors determine the way i
which an organisation operates, and should consider
all of them to be sure of their successful
implementation: they are all interdependent, if a
company fails to pay proper attention to one ofrthe

all other could affect as well. In addition, théatere
importance of each may vary over time.

The problems caused by corporate governance in the
last decade have increased the importance now
attributed to internal control, which has become an
essential business process. These recent corporate
crises have accelerated efforts to find an effectiv
system of self —regulation that will avoid such
situations in the future, but also on the otherdhan

is well understood that the focus of risk managdmen
on internal controls is not the right path towaeds
long term solution to these problem that risk raise
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supporting decisions in the scope of strategic
management and in the sustainability of the
competitive advantage. (Cristina, et.al 2008).

That is, although the new practices and interest in
internal control are very positive for organizason
they should be regarded as a tool for making
informed decisions about risk on the part of
managers, and to balance risk and reward. Therefore
the idea to convey is that the implementation néla
management system provides a means for
organizations to be better able to achieve their
business objectives, and that its organizational
variables or drivers facilitate strategic decisions
without being overly focused on the control and
supervision. Internal audits, for example, have
traditionally been very focused on financial risks,
leaving aside the general business and operational
aspect. It also tends to be understood internallg i
less positive way, as a police officer or contrather
than a tool to improve the risk management for the
company.

Adopting some risk management systems of this
type, apart from being a competitive advantage, can
improve the external image of the company. The
institutions that are able to demonstrate that tieese

an appropriate risk management system, have a more
attractive profile to investors, soon becoming an
important element of their market value, since it
assumes that you an analysis and risk management of
new projects and strategic for growth of sale have
been completed. In this sense, corporate governance
can be considered as a control system that tries to
balance the entrepreneurial management energy and
their associated risks, developing an effectivetrabn

by aligning the interests of management with thafse
shareholders and the other stakeholders of the
company, allocating resources (financial, human or
otherwise) as well to those areas which capitdllveil
used more efficiently, and managing market
competition.

INSURANCE BUSINESSCYCLE AND RISKS

In any case, risk management for insurance
companies should cover the key elements of the
business cycle, as well as a proper management of
risks exposed, as expressed in Fig 3, in whicls it i
linked each phase of the business cycle — from the
cover note to claims management, through the policy
administration and management by the insurer to a
particular risk. For example, in the investmentggha
of the insurance premium there is investment risk,
and at all stage of the process, it is implicit
operational risk.

Insurance industry has traditionally used the same
types of quantitative models to calculate and price
provisions, but have also been used to calculate
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solvency and capital requirements, focusing mainly
on the estimation of expected values rather that th
subsequent deviation of those expected values.
Moreover, they do not cover all the risks to which
insurers are exposed. Recently, due to advances in
information systems and telecommunication, these
models have been richer and more complex,
incorporating all risks into one, and whose objexti

is the efficient allocation of capital.

Integration of internal models in the regulatory
system: Solvency Il

The existence of an internal financial model ensare
culture of risk supervision across the company,
forcing it to make inventory of all potential soarof

risk, assessing the relative importance of allribles.

In addition, the internal models propose a defniti
and measurement of capital requirement according to
the characteristics of the activity of the company.
However, these models produce a number of
difficulties to the supervisor to be taken into @amet,

as the model does not provide an exact figure ef th
capital needed, but just study extreme events whose
probability of occurrence is low, and that the
assessment of risk internal models may not be énoug
for their evaluation. Therefore, the use of intérna
models involves new burdens and difficulties bath f
insurance companies and to the supervisory aughorit

The developments of greatest relevance and impact
on the insurance sector, referred to in the Solyéhnc
Directive, relate mainly to the management of
different risks, capital requirements for solveranyd

the establishment of monitoring criteria. In linéhw
recent developments in risk management, actuarial
science and recent developments in the financial
sector, solvency Il has adopted risk — based
approaches that encourage a proper economic
assessment and risk management from insurance and
reinsurance companies.

With regard to solvency capital requirement, it is
required for insurers and reinsurers to maintain a
level of equity that enable them to cope with
significant losses. Thereby providing citizens who
take out insurance some guarantees that claim
payments will be met at maturity. In accordancehwit
good risk management practices, the economic
capital solvency is estimated based on the risk
mitigation and diversification of the company. To
enable all companies assess their economic capital
and thus reflect the risk profile of the insurers,
solvency Il sets a simple standard formula for
calculating the solvency capital to ensure a mimmu
level below which should not descent the financial
resources. As an alternative to the calculation of
capital according to the standard formula, also
establishes the possibility of the use, under $igeci
conditions and approval of supervisor, of internal
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complex or partial models, so that insurers can
achieve a reduction in capital requirements. (@alla
2003)

Models for Operational
Insurance Companies VaR

Risk Analysis of

From the study of model used in financial literatur
for the financial analysis of operational risksndze
concluded that the models most used are the
probabilistic ones, which are more related to fmah
and actuarial calculations traditionally associated
with the financial and insurance sector. Of these,
highlight VaR, extreme value theory and stress
testing and scenario analysis models, Bayesian
network stand out for its novelty and calculation
complexity; regarding econometric models, there was
not found literature on its application to operatb
risk.

Operational value at risk (Op VaR) concept arises
from the application of VaR to the context of
operational risk, since it also studies the peitseof

a loss distribution, now arising from operational
losses or failures and not by variations in finahci
asset prices.(Hussain,2000)

OpVaR can be defined as an amount, expressed in
monetary units, which provides information on the
minimum potential loss that may incur in a certain
business unit or company, by operational risk type,
within a given time and at a certain level of stidal
confidence.

Therefore, given the current state of researchhen t
subject, and a clear position on operational risk
models by solvency I, the classical model VaR is
positioned as a common measure susceptible
universal application to a variety of risk categeri
and business lines, and because the result is
expressed as a figure in monetary units, which
facilitates internal and external comparisons dral t
possibility of obtaining a series of conclusionsitsn
practical applicability to insurance companies in
Europe.

CONCLUSION

Insurance companies face many risks, which have to
be managed, but the complexity of these companies
comes from the nature of their operations, whictois
accept the risks of other entities or individuélence

the strategic importance for citizens and goverrsien
that they protect their assets and income and their
own solvency and the continuity of their operations

Operational risk is increasingly important in the
management and corporate governance of insurance
companies. The different operations and processes o
these organizations increasingly have greater
implication and interactions with the other riskey
face, such as market or credit risks. Managemaeaht an
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financial analysis of operational risk is a necegsa
activity for insurers, presenting ample opport@sti
for development and a major field of study on
conceptual and practical issues, since the paatiityl
and complexity involved in this type of risk.

The new Solvency Il regulation structured on three
pillars (financial requirements in accordance with
actual level of risk assumed by insurers, internal
control mechanisms and market transparency and
discipline). Will inexorably increase the need &or
effective management of operational risk and the
development and implementation of methodologies
for its analysis.

Finally, the need for a capital that faces the bss
loss of operational risk is a reality that has been
materialized with solvency Il rules. The classical
technique of modelling VaR is, with no doubt, and
with respect to other methodologies, the one tkt g
closer to the solvency goals. Since it is a simple,
reliable, well known and easily applicable tool.R/a
model is also a reference for Basel Il for the adal
financial analysis of operational risk. On the othe
hand, as a criticism extended to all statistical
methods, these techniques alone are a purely
guantitative exercise, that somehow leaves pending
the incorporation of the qualitative side to the
management of internal risks.
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